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An Operational Approach to Information Leakage

Ibrahim Issa™, Aaron B. Wagner™, and Sudeep Kamath

Abstract— Given two random variables X and Y, an oper-
ational approach is undertaken to quantify the ‘“leakage” of
information from X to Y. The resulting measure £ (X—Y")
is called maximal leakage, and is defined as the multiplicative
increase, upon observing Y, of the probability of correctly
guessing a randomized function of X, maximized over all such
randomized functions. A closed-form expression for £ (X—Y")
is given for discrete X and Y, and it is subsequently generalized
to handle a large class of random variables. The resulting
properties are shown to be consistent with an axiomatic view
of a leakage measure, and the definition is shown to be robust
to variations in the setup. Moreover, a variant of the Shannon
cipher system is studied, in which performance of an encryption
scheme is measured using maximal leakage. A single-letter char-
acterization of the optimal limit of (normalized) maximal leakage
is derived and asymptotically-optimal encryption schemes are
demonstrated. Furthermore, the sample complexity of estimating
maximal leakage from data is characterized up to subpolynomial
factors. Finally, the guessing framework used to define maximal
leakage is used to give operational interpretations of commonly
used leakage measures, such as Shannon capacity, maximal
correlation, and local differential privacy.

Index Terms— Guessing, information leakage, security, Sibson
mutual information.

I. INTRODUCTION

OW much information does an observation “leak” about

a quantity on which it depends? This basic question
arises in many secrecy and privacy problems in which the
quantity of interest is considered sensitive and an observation
is available to an adversary. The observation could be inten-
tionally provided to the adversary, as occurs when a curator
publishes statistical information about a given population.
Or the observation could be an inevitable, if undesirable,
consequence of a design. In the latter case, which is the focus
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Fig. 1. The Secure Shell: each keystroke is sent immediately to the remote
machine.
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Fig. 2. The Shannon cipher system.

of this paper, we call the observation the output of a side
channel. Some examples of side channels include:

o When using the Secure Shell (SSH), after the initial hand-
shake, each keystroke is sent immediately to the remote
machine, as shown in Figure 1. When communicating
over a wireless network, an eavesdropper can observe the
timing of the packets which are correlated with the timing
of the keystrokes, and hence with the input of the user
(e.g., the inter-keystroke delay in ’ka’ is significantly
smaller than that in "9k’ [1]).

o Consider an on-chip network that has several processes
running simultaneously, one of which is malicious.
Because resources such as memory and buses are shared
on the chip, the timing characteristics (e.g., memory
access delays) observed by the malicious application
are affected by the behavior of the other applications
(e.g., memory access patterns) and can leak sensitive
information such as keys. Similar phenomena occur
when users share links or buffers in a communication
network [2].

o Consider the Shannon cipher system (shown in Figure 2)
in which a transmitter and a receiver are connected
through a public noiseless channel and share a secret
key. Unless the key rate is very high, the public message
depends on the message [3].

e An adversary could “wiretap” a communication chan-
nel to intercept transmissions. The wiretap channel is
typically noisier than the main channel, but its output
nevertheless depends on the transmitted message [4], [5].

o Suppose one would like to anonymously transmit a mes-
sage through a given network (say, a call for protest on
a social network). A powerful adversary (say, a govern-
ment) could learn the spread of the message (i.e., who
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received it), which is correlated with the identity of its
author [6], [7].

o Cellular networks track the locations of its users in order
to route calls. Such tracking data might reveal private
information of the user (such as their political affiliation,
their place of work, etc.) [8], [9].

Although at first glance such side-channels may seem innocu-
ous, many works have shown that they pose a significant secu-
rity threat [1], [10]-[16]. For instance, Zhang and Wang [10]
show how to use the keystroke timing in SSH to reduce
the search space for passwords by a factor of at least 250.
Kocher [13] shows how to break implementations of RSA
using timing information. Ristenpart et al. [17] show how
secret keys can be extracted from co-resident virtual machines
on production Amazon EC2 servers through microarchitectural
timing channels.

Addressing such threats first requires an answer to the
question posed at the outset. That is, if X is a random variable
representing sensitive information and Y is the output of a
side-channel with input X,

How much information does Y leak about X?

Let L (X—Y') denote a potential answer. Before discussing
existing approaches, we posit that a good choice of L (X—Y")
should satisfy the following requirements:

(R1) It should have a cogent operational interpretation. That
is, a system designer should be able to explain what
guarantees on the system an upper bound on L (X—Y")
provides. In the context of side channels, the design
goal is typically to prevent the adversary from guessing
sensitive, discrete quantites such as keys and passwords.
Thus the leakage measure should be interpretable in
terms of the adversary’s difficulty in guessing such
quantities.

(R2) Assumptions about the adversary should be minimal
(since guarantees are void if any assumption does not
hold true). Indeed, one would like to take into account
a large family of potential adversaries.

(R3) It should satisfy axiomatic properties of an information
measure:

a) The data processing inequality: L (X—Z) <
min{L (X—=Y),L(Y=2Z)} f X - Y —Z is a
Markov chain.

b) The independence property: L (X—Y) = 0 if and
only if X and Y are independent.

¢) The additivity property: if (X;,Y7) and
(X2,Y2) are independent, then L (X{—Y{) =

(R4) It should accord with intuition. That is, it should not
mis-characterize the (severity of) information leakage in
systems that we understand well.

A. Common Information-Theoretic Approaches

Notably, many commonly-used information leakage metrics
do not satisfy the above requirements. For example, mutual
information, which has been frequently used as a leakage
measure [3]-[5][18]-[22], arguably fails to satisfy both (R1)
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and (R4). Regarding the latter, consider the following example
proposed by Smith [23].

Example 1: Given n € N, let X = {0,1}%" and
X ~ Unif(X). Now consider the following two conditional
distributions:

v - X, if X mod 8 =0,
B 1, otherwise.

and 7 = (Xl,Xg,...,Xn+1).

Then the probability of guessing X correctly from Y is at
least 1/8, whereas the probability of guessing X correctly
from Z is only 27"+ for Z. However, one can readily
verify that I(X;Y) ~ (n + 0.169)log2 < I(X;Z) =
(n+1)log2 [23].

Regarding the former, note that operational interpretations
of mutual information arise in transmission and compression
settings, which are different from the security setting at hand.
Moreover, in those settings, mutual information arises as part
of a computable characterization of the solution, rather than
as part of the formulation itself, i.e., the transmission and
compression problems are not defined in terms of mutual
information.

Mutual information could potentially be justified by appeal-
ing to rate-distortion theory [24, Section V]. In fact, a num-
ber of leakage measures in the literature are based on
rate-distortion theory. For instance, Yamomoto [25] introduces
a distortion function d and measures the privacy of Py |y
using inf; ) E[d(X,2(Y))]. Schieler and Cuff [24] discuss
(and generalize) an example that shows the inadequacy of
this approach, if conventional distortion measures such as
Hamming distortion are used.

Example 2: Given n € N, let X" be i.i.d ~ Ber(1/2) and
let K ~ Ber(1/2) be independent of X™. Suppose d is the
Hamming distortion and let Py |y~ be as follows: if K =0,
Y = X™; otherwise, Y = X" (i.e., flip all the bits of X").
Then inf; () E[d(X,2(Y))] = 1/2, which is the maximum
distortion the adversary could incur. The proposed scheme
is hence optimal from an expected distortion point of view.
However, by observing Y, the adversary can guess X" with
probability 1/2. Moreover, they can guess it exactly with two
attempts.

Similarly to expected distortion, the expected number of
guesses [26], [27] to find X ™ fails on the fourth requirement:
it can label obviously insecure systems as secure (see [28] for
an example). Another approach is to use the probability of suc-
cessfully guessing X (up to some distortion, say) as a leakage
measure [28]-[30]. However, rate-distortion-based approaches
generally do not meet the second requirement (R2): they
assume there is a known distortion function, and in some
cases a particular distortion level, up to which the adversary
is interested in reproducing the sensitive information X.

B. Contributions

We introduce a new metric, maximal leakage, that meets all
the above requirements. To do so, we first describe a threat
model that captures the side-channel setup.
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Threat model. We assume the adversary is interested in a
(possibly randomized) function of X, called U. We restrict U
to be discrete, which captures most scenarios of interest (in
the side-channel examples above, all functions of interest are
discrete, e.g., a password, a message, an identity, etc). How-
ever, Py x is unknown to the system designer. This models
the case in which we do not know the adversary’s function of
interest, and wish to account for a large family of potential
adversaries, as in the second requirement of L (X—Y") above.
Even if it is known, PU| x could be so complicated that it
might as well be unknown. The adversary observes a random
variable Y, and the Markov chain U — X — Y holds. They
wish to guess U and can verify if their guess is correct (if,
say, U is a password for a given system, then they can attempt
to log in using it). Hence, they would like to maximize the
probability of guessing U correctly. Finally, we assume the
system designer accepts low risks (i.e., a random event that
reveals U is tolerable as long as it has very low probability), or
that the leakage is concentrated with respect to Y (i.e., we can
average over Py, which is the case in side-channels where the
input and output are running processes).

Operational, robust measure of information leakage. We
now define maximal leakage, which we denote by £ (X—Y),
as the (logarithm of the) ratio of the probability of correctly
guessing U from Y to the probability of correctly guessing
U with no observation, maximized over all U satisfying
U — X — Y (cf. Definition 1). The maximization over U
guarantees that our definition satisfies the requirement (R2) of
making minimal assumptions about the adversary. Moreover,
the operational meaning of this quantity is clear: a leak
of ¢ bits means that for any U, the multiplicative increase
(upon observing Y) in the correct guessing probability is
upper-bounded by, but can be arbitrary close to, 2¢.

So defined, it is not clear a priori that maximal leakage
is computable, since it requires maximizing over all aux-
iliary random variables U. A standard approach to obtain-
ing a computable characterization in such problems is to
bound the necessary alphabet size for U in terms of the
alphabet size of X using Carathéodory’s theorem (e.g., [31,
Lemma 5.4]). This technique fails for the present problem,
however: even a binary X can require arbitrarily large U
in order to approach the supremum. Nonetheless, Theorem 1
provides a simple formula for maximal leakage for the case
of discrete X and Y. In particular, it shows that £ (X—Y)
is equal to the Sibson mutual information of order infinity
I(X;Y) [32], [33]. Consequently, maximal leakage meets
our third requirement (R3) of satisfying axiomatic properties
of an information measure. That is, it is zero if and only if X
and Y are independent; it satisfies the data processing inequal-
ity; and it is additive over independent pairs {(X;, Y;)}" ;.
Interestingly, it is lower-bounded by I(X;Y), indicating that
mutual information underestimates leakage.

Moreover, the definition of maximal leakage is shown to
be robust: the result is unaffected if the adversary picks the
function of interest U only after observing Y (cf. Theorem 2),
if they only wish to approximate U (cf. Theorem 3), if they
are allowed several guesses (cf. Theorem 4), or if they wish
to maximize some arbitrary gain function (cf. Theorem 5).
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We also extend the notion of maximal leakage in two direc-
tions. We propose a conditional form of maximal leakage,
which attempts to answer the question: how much does Y leak
about X when Z is given? Here Z represents side information
that is available to the adversary. We again provide an opera-
tional definition in the guessing framework (cf. Definition 6),
and derive a simple form for £(X—Y|Z) (cf. Theorem 6).
Moreover, we generalize the computable characterization for
maximal leakage to cover a large class of random variables and
stochastic processes (cf. Theorem 7). Both the general and the
conditional form retain the axiomatic properties of a leakage
measure, and are lower-bounded by mutual information and
conditional mutual information, respectively.

New insights for mechanism design. The new metric
is useful to develop new mechanisms to mitigate leakage,
as well as to evaluate existing mechanisms for this purpose.
A common approach in such designs is to add independent
noise to successive inputs of the system. For example, in the
SSH scenario, packets could be passed through an ./M/1
queue before being sent over the network. We provide exam-
ples of such memoryless schemes to show that, roughly
speaking, they do not perform well under maximal leakage,
and are outperformed by quantization-based schemes. More
concretely, we consider the Shannon cipher system with lossy
communication and evaluate the performance of an encryp-
tion scheme using maximal leakage between the source and
the public message (other works have considered this setup
under different metrics [25], [28], [30], [34]). For a discrete
memoryless source, we show that memoryless schemes are
strictly suboptimal (cf. Lemma 9), whereas optimal schemes
correspond to good rate-distortion codes. Moreover, we derive
a single-letter characterization of the optimal (normalized)
limit (cf. Theorems 8 and 9).

Complexity of estimating maximal leakage. The com-
putation of maximal leakage might become intractable for
complicated schemes. For example, in the setup of multiple
processes running on the same chip as described above, what
determines the information leakage between processes is the
memory controller, the operation of which might depend on
many variables. Thus, we consider the problem of estimating
maximal leakage from data. We show that this task is feasible
only if we know (a lower bound on) the minimum strictly posi-
tive probability of a symbol = € X, denoted by #. More specif-
ically, we show that the number of samples needed to estimate
L(X—=Y) up to e—additive-accuracy is Q (|Y|/(0log|V]))
(cf. Theorem 10). Note that the lower bound diverges to
infinity as 6 tends to zero. On the other hand, we show
that O W samples are sufficient (cf. Theorem 11).
This suggests that we should take into account amenability to
analysis while designing leakage-mitigating mechanisms.

Guessing framework to interpret leakage measures.
Finally, we use the guessing framework used to define maxi-
mal leakage to give new operational interpretations for differ-
ent information leakage measures. This provides a common
framework with which to compare them, and elucidates in
which setups each should be used. More specifically, we study
the following commonly used metrics: Shannon capacity, local
differential privacy [35], and maximal correlation [36].
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We show that

1) Shannon capacity captures the multiplicative increase of
the probability of correct guessing over the restricted set
of functions of X that can be reliably reconstructed from
Y, hence underestimating leakage (cf. Theorem 12);

2) Local differential privacy captures the multiplicative
increase of the guessing probability of functions of
randomized X, maximized over realizations of Y and
over distributions Px (cf. Theorem 14); Moreover, max-
imizing over realizations of Y for a fixed Px yields the
maximum information rate (cf. Theorem 13);

3) Maximal correlation captures the multiplicative change
in the variance of functions of X, rather than the
guessing probability (cf. Theorem 16). We extend this
last notion to a new measure we call maximal cost leak-
age (cf. Definition 11), which captures the worst-case
multiplicative reduction over all cost functions defined
on any hidden variable U.

C. Related Work

Calmon et al. [37] and Li and El Gamal [36] use maximal
correlation, p,,,(X;Y"), as a secrecy measure (Calmon et al.
also generalize it to k-correlation, which is defined as the
sum of the k largest principal inertial components of the joint
distribution Pxy). A key motivating result [38, Theorem 9]
shows that maximal correlation bounds the additive increase in
the correct guessing probability of any deterministic function
of X. Although p,,,(X;Y) is zero only if X and Y are
independent, the correct guessing probability of any determin-
istic function might be unchanged even if X and Y are not
independent, as illustrated in the following example.

Example 3: Suppose Pxy satisfies the following condition:
there exists x* € & such that for all y € ), Pxpy
(z*]y) > 1/2. Then for any deterministic function f, f(x*)
is the adversary’s best guess for f(X), both with and without
the observation of Y. Hence, observing Y does not affect the
probability of guessing any deterministic function of X. Note,
however, that X and Y may be dependent.

The literature on leakage and privacy measures extends
beyond information theory to computer security and computer
science more generally. The closest to our work in fact
comes from computer security [23], [39]-[42]. In particular,
Smith [23] defines leakage from X to Y as the logarithm of the
multiplicative increase, upon observing Y, of the probability of
guessing X ifself correctly, neglecting that the adversary might
be interested in certain functions of X. Braun et al. [39] con-
sider a worst case modification of the metric, and maximize the
previous quantity over all distributions on the alphabet of X
(while Py x is fixed). The resulting quantity turns out to equal
L (X—=Y)—it is called “maximal leakage” in the computer
security literature as well. It is denoted by M L(Py|x), and
its properties were further studied by Espinoza and Smith [41]
and Alvim et al. [40]. The latter also define g-leakage by
introducing a gain function g : X x X — [0, 1] and considering
the normalized maximal gain (for g). Alvim et al. [42] consider
several variants of g-leakage (i.e., additive or multiplicative
increase, fixing or maximizing over the marginal Px, etc).
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They show that maximizing g-leakage over gain functions g
yields maximal leakage. However, no operational significance
is attached to the ¢ that achieves the maximum. Moreover,
the result is given only as one of many possible computable
variations of leakage [42], [43].

Another connected line of work stems from cryptogra-
phy, and in particular from the notion of semantic secu-
rity [44] which considers the security of encryption schemes.
Goldwasser and Micali [44] define the “advantage” for a given
function of the messages as the additive increase of the correct
guessing probability upon observing the encrypted message
(i.e., the ciphertext). Semantic security then requires that, for
an adversary that can work only for a polynomial (in the length
of the message) amount of time, the advantage is negligible
for all input distributions and for all deterministic functions
that are computable in polynomial time.

There are several variants of semantic security. In particular,
entropic security [45], [46] drops the computational bounds
(on the adversary and the considered functions), but restricts
its attention to input distributions with high min-entropy.
Bellare et al. [47] introduce semantic security to the wiretap
channel, and do not restrict it to computationally-bounded
adversaries or to deterministic polynomial-time computable
functions. For a given encryption scheme, they then upper
and lower-bound the advantage of semantic security in terms
of “mutual information security advantage”, which is defined
as the maximum, over all input distributions, of the mutual
information between the message and the output of the channel
whose input is the encryption of the message. For further
discussion of leakage metrics, we refer the reader to Wagner
and Eckhoff’s work [48], which categorizes over eighty such
metrics.

D. Outline

We describe our threat model and define maximal leakage
in Section II. We also give a closed-form expression of
maximal leakage (for discrete X and Y), discuss its properties,
and compare it to related leakage metrics. In Section III,
we prove the robustness of our definition by considering
several variations on the setup, and show that they all lead
to the same quantity. Furthermore, we generalize the formula
of maximal leakage and analyze a simple model of the SSH
side-channel. We also present a conditional form of maximal
leakage. In Section IV, we consider the Shannon cipher
system and derive (asymptotically) optimal schemes. We show
that memoryless schemes are strictly suboptimal in general.
We study the complexity of estimating maximal leakage from
data in Section V. Finally, in Section VI, we use the guessing
framework to give new operational interpretations for common
information leakage metrics, and we introduce a cost-based
notion of leakage.

II. MAXIMAL LEAKAGE

Let X be a random variable representing sensitive informa-
tion, and Y be the output of a side-channel the input of which
is X. To give an operational definition of information leakage
between X and Y, we specify a threat model as follows.
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o The adversary is interested in a possibly randomized,
discrete function of X called U.

o The adversary observes Y and the Markov chain
U — X —Y holds.

o The adversary wishes to guess U and can verify if the
guess is correct.

o The distribution Py x is unknown to the system designer.

o From the system designer’s viewpoint, if the probability
of guessing U correctly is high for some realizations
of Y, then it suffices that the probability of such real-
izations is suitably small.

To clarify our model, consider how it applies to the SSH
side-channel. In this case, X represents the nominal packet
timings. Suppose we perturb the packet timings before send-
ing them over the network, in which case Y represents
the post-perturbation timings observed by the adversary. U
corresponds to the input of the user, e.g., their password. The
adversary wishes to guess U (e.g., the password) and can
verify their guess (e.g., by attempting to log into the system).
So they wish to maximize the probability that the guess is
correct, and the system designer wishes to minimize it. The
distribution of passwords given packet timings is complicated,
so we assume it is unknown to the system designer. Finally,
the system designer only requires the probability that the
system is compromised to be small.

One might be tempted to restrict the range of U to deter-
ministic functions of X. However, this is too restrictive as
implied by Example 3 in the introduction. Moreover, in most
side-channel examples we mentioned, the U of interest is a
randomized function of X (passwords given packet timings,
key values given memory access patterns, political affiliation
given location traces, etc). On the other hand, the restriction
to discrete U’s still captures most scenarios of interest, as in
the above examples. Indeed even when X represents location
traces, for instance, the U of interest is typically discrete,
e.g., home/work address, political affiliation, etc. Finally,
assuming Py x is unknown allows us to take into account
a wide range of adversaries having different objectives. That
is, as in our requirement (R2), we do not assume we know
the function of interest to the adversary.

We are now ready to present the definition of maximal
leakage. Since the adversary wishes to guess U, we consider
the maximum advantage in the probability of guessing U
from Y, as compared with guessing with no observations.
Maximal leakage captures the maximum advantage over all
U’s as in the following definition.

Definition 1 (Maximal Leakage): Given a joint distribution
Pxy on alphabets X" and ), the maximal leakage from X to Y
is defined as

Pr(U=0)

X—Y) = N/
£( ) maxy ey Py(u)’

sup log )

U-X-Y-U

where the supremum is over all U and U taking values in the
same finite, but arbitrary, alphabet.

Remark 1: log is the natural logarithm so £ (X—Y) is in
nats. Using log, instead gives an answer in bits.
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The guarantee that a small leakage provides is as fol-
lows. Whatever function U the adversary is interested
in, if £(X—=Y) < £ then sup,,Pr(U=14a(Y)) <
e’ max, Py (u). Note that the upper bound can be decomposed
into two quantities: max,, Py (u) which is completely outside
the control of the system designer, and e’ which is determined
by the designer’s choice of Py x (which is typically subject to
quality constraints related to the performance of the underly-
ing system). Moreover, the definition directly implies several
important properties of maximal leakage.

Lemma 1: For any joint distribution Pxy on alphabets
X and ),

1) (Data Processing Inequality) If the Markov chain X —

Y —Z holds, £ (X—Z) < min{L(X=Y),L(Y—=Z)}.

2) f'Y is discrete, £ (X—Y) <log|supp(Y)]|.

3) If X is discrete, £ (X—Y) < log|supp(X)|.

4) L(X—=Y) > 0 with equality if X and Y are

independent.

The proof is given in Appendix A-A. Note that properties
1) and 4) were two of our axioms for a leakage measure (R3).
Properties 2) and 3) are consistent with intuitive understanding
of information. In particular, a binary variable Y cannot leak
more than one bit about any variable X. Similarly, a binary
variable X has no more than one bit of information to be
leaked.

Despite the useful properties of the definition, it involves
an infinite-dimensional optimization problem, so it is not clear
a priori that it is computable. In fact, one can show that it is
impossible to bound the cardinality of the alphabet I/ in terms
of the cardinalities of the alphabets X and )). Nonetheless,
we can show that maximal leakage is indeed computable and
actually takes a simple form. We focus first on the discrete
case and consider general alphabets later.

Theorem 1: For any joint distribution Pxy on finite alpha-
bets X and ), the maximal leakage from X to Y is given by
the Sibson mutual information of order infinity, Ioo(X;Y).
That is,

L(X—-Y)=1log ) max Py x(y]e) = Ioo (X3 Y).
yEyPX(;r)>O

Remark 2: Sibson’s mutual information [32], [33] of order
a (a > 0, a # 1), which can be expressed (in the discrete

case) as
I.(X;Y) = glfDa(PXY”PX x Qy) (2)
Y

where

Da(PllQ) =

1og<ZP“ )R ( )) 3)

is one of several suggested extensions of the concept of Rényi
entropy H,(X) (itself an extension of entropy) and Rényi
divergence D, (P||Q). Verdd [33] argues for the adoption of
Sibson’s extension, and the above result supports that choice
by providing an operational interpretation of

I.(X;Y) = hrn I,(X;Y) 4
= lefDoo(PXYHPX x Qy), ®)
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where
Doo(PIQ) = lim Da(P||Q) ©)
_ P(a)
= ox (s 55 ) @

and the interchange of the limit and infimum in (4) and (5) is
implied by [49, Theorem 4] (see also (118) to follow).
Before proving the theorem, we investigate some of its con-
sequences. First, it reveals two of the more useful aspects of
maximal leakage from an engineering perspective: minimizing
L(X—Y) over Py |x, for a fixed support of Px, amounts
to minimizing a convex function, and £(X—Y") depends on
Px only through its support. The latter fact is very useful
because in practice Px is typically complicated and outside
our control. Px is also typically used to model the adversary’s
prior knowledge of X, which is not necessarily known to
us. The following corollary (the proof of which is given
in Appendix A-B) summarizes some useful properties of
L(X-=Y).

Corollary 1: For any joint distribution Pxy on finite alpha-
bets X and ),

1) £L(X—Y)=0iff X and Y are independent.
2) (Additivity) If {(X;,Y;)}}_, are mutually independent,
then

L(X"-Y") = z”:E (Xi—Y;).

i=1

3) L(X-Y) = log|X| iff X is a deterministic function
of Y (assuming X has full support).

4) L(X—X)= Ho(X) = log|supp(X)|.

5) L(X—Y) is not symmetric in X and Y.

6) exp{L(X—Y)} is convex in Py x for
support of Px.

7) L(X—Y) is concave in Px for fixed Py |x.

Note that properties 1) and 2) along with the data processing
inequality are the axioms we stated in (R3). Property 5) reveals
a potential “weakness” in some suggested leakage metrics,
including mutual information. In particular, there is no reason
to expect a priori that X leaks about Y as much as Y leaks
about X. Therefore, metrics that are symmetric by design
miss that fact (this is in contrast with Rényi’s axiom that
a dependence measure should be symmetric [50]). Finally,
property 6) shows that minimizing maximal leakage, for a
fixed support of Py, amounts to minimizing a convex function.
That is, one can efficiently solve the problem of finding
the randomization mechanism Py |x that minimizes maximal
leakage, subject to a convex constraint.

We evaluate £ (X—Y") for some special cases.

Example 4: If X ~ Ber(q), 0 < ¢ < 1, and Y is the output
of a BSC with parameter p, 0 < p < 1/2, then £ (X—Y) =
log(2(1 — p)).

Example 5: If X ~ Ber(q), 0 < ¢ < 1, and Y is the output
of a BEC with parameter ¢, 0 < ¢ < 1, then £ (X—Y) =
log(2 —¢€), and L(Y—X) = log 2.

Example 6: For  any  deterministic
L(X—Y) = log |supp(Y)|.

fixed

law Py‘X,
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Consider the examples from the introduction that showed
that expected distortion and mutual information do not meet
our fourth requirement (R4).

Example 7 (cf. Example 2): Given n € N, let X™ be i.i.d
~ Ber(1/2) and let K ~ Ber(1/2) be independent of X™. Let
Py |xn be as follows: if K =0,Y = X"; otherwise, Y = X"
(i.e., flip all the bits of X™). This scheme is optimal from an
expected Hamming distortion viewpoint. On the other hand,
L(X"™Y) = (n — 1)log2, which is exactly describing that
we know X™ except for 1 bit.

Example 8 (cf. Example 1): Given n € N, let X =
{0,1}%" and X ~ Unif(X). Now consider the following two
conditional distributions:

v — X, if X mod 8 =0,
N 1, otherwise.

and Z = (Xl, XQ, . ,XnJrl).

Then L(X—Y) = log(28" 3 + 1) > L(X—=Z) =
(n + 1)log2, whereas I(X;Y) ~ (n + 0.169)log2 <
I(X;Z)=(n+1)log2.

In the next section, we elaborate on the comparison between
mutual information and maximal leakage. We also comment
on the relation to the computer security and computer science
literature, before proving Theorem 1 in Section II-B.

A. Comparison With Related Metrics

1) Mutual Information: We first compare maximal leakage
with mutual information in the following lemma. It shows that
L (X—=Y) upper-bounds I(X;Y'), and no scalar multiple of
I(X;Y) can upper-bound L (X—Y).

Lemma 2: For any joint distribution Pxy on finite alpha-
bets X and Y, L(X—=Y) > I(X;Y). Moreover, for any
¢ > 0, there exists Pxy such that £(X—=Y) > cI(X;Y).
Furthermore. £ (X—Y) = I(X;Y) if and only if

1) If Pxy(z,y) > 0 and Pxy(z',y) > 0, then
Py x (ylr) = Py x (y|a').
2) For all y,3’ € supp(Y),
> Px(z)= > Px ().

z:Pxy (z,y)>0 z':Pxy (z',y")>0

Remark 3: A joint distribution satisfying condition 1) is
called singular [51]. Moreover, if X has full support,
L(X=Y) = I(X;Y) = L(X=Y) = C(Pyx), where
C(Py|x) is the Shannon capacity of Py x.

Proof: That I.(X;Y) > I(X;Y) is already known [32],
[33]. For the stronger statement, it suffices to show it for
binary X" and ). To that end, let X ~ Ber(1/2) and let Py|x
be a BSC with parameter p € (0,1/2). Then £ (X—=Y) =
log(2(1—p)) and I(X;Y) =log2— H(p) (where the entropy
function is computed using the natural logarithm). One can
readily verify that

log(2(1 — p))

p_1>I1I>2 log2 — H(p) = oo

The conditions for equality can be readily verified, and are
included in Appendix A-C for completeness. [ ]
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The lemma shows that a small maximal leakage is a more
stringent requirement than a small mutual information. Since
L (X—Y') depends on Px only through its support, it follows
that maximal leakage is at least the Shannon capacity of the
channel Py |x when X has full support, and this inequality
can be strict (as in the BSC example in the proof of the
lemma). This justifies the claim in the introduction that the
Shannon capacity of a side-channel does not necessarily
upper-bound its leakage. The maximization in the definition
of maximal leakage hints at the reason why. In particular,
Shannon capacity is concerned with (the size of) message sets
that can be reliably reconstructed at the receiver, i.e., Pr(U =
U(Y)) > 1 — e for some small e. Leakage, on the other
hand, is concerned with the advantage in guessing, without any
notion of reliability. This observation is made mathematically
precise in Section VI-A. On the other hand, local differential
privacy [35], which some regard as too pessimistic (e.g., [35]),
does upper-bound maximal leakage. This is further explored
in Section VI-C.

2) g-Leakage: Given a conditional Py x on finite alphabets
X and )Y, Braun et al. [39] define leakage as follows

supy_y_ g Pr(X = X)

maxgex Px (2)

ML(Py|x) = suplog (3)
Px
This definition assumes the adversary wishes to guess X
itself, and hence does not meet our second requirement (R2).
However, it is equal to £ (X—Y) when X has full support.
Remark 4: Smith [23] initially considered the optimization
in (8) without taking the supremum over Px. However,
as shown by Example 3, this can be zero even if X and Y are
not independent. Hence, it fails the independence property in
(R3). See also Iwamoto and Shikata [52].
Alvim et al. [40] define g-leakage by introducing a gain
function g : X x X — [0,1], where X is a finite set. Then

supy_y_ ¢ E[g(X, X))

MEP ) =108 B )
It is shown [42] that
sup ML, (P, Pyjx) = L(X—Y).  (10)

X,9:X x X —[0,1]

This definition however does not explicitly account for random
functions of X, whereas we have seen that in many cases the
adversary could be interested in a hidden random variable U.
Moreover, there is no operational interpretation attached to the
g that achieves the maximum. Nonetheless, these metrics are
quite similar to the one introduced here.

3) Semantic Security: The semantic and entropic secu-
rity literature [44]-[46] consider the difference between the
guessing probabilities as opposed to the ratio considered in
Definition 1. Since U’s of interest, such as passwords, are
typically hard to guess (i.e., max, Py(u) is small), the ratio
is arguably the more appropriate measure of the change. It is
also the more natural choice when viewing leakage in terms
of leaked bits. Nevertheless, the following simple argument
bounds the maximum difference in terms of maximal leakage.

1631

Lemma 3: For any joint distribution Pxy on alphabets
X and ),

ueU

— max PU(U)>

where the supremum is over all U taking values in a finite,
but arbitrary, alphabet.
Proof: Consider any U satisfying U — X — Y. Then
supg .y Pr(U = a(Y))

L(X—Y)
max, ey Po(u)

Hence,

This bound is nontrivial when max, Py (u) < e #(X=Y),
ie, Ho(U) > L(X=Y), where H(U) =
— log max,, Py(u) is the min-entropy. It is worth noting that
Alvim et al. showed that

sup sup  B[g(X, X)] -
X, XXX >R \X-Y-X

max E[g(X, ﬁ)]),
TEX

where g is “1-spanning” [42, Definition 3], can be efficiently
computed [42, Theorem 17, Corollary 18]. On the other hand,
for a given threshold ¢, it is NP-hard [42, Theorem 11] to
decide whether

sup <sup Pr(X =z(Y)) -

2(-)

Lemma 3, however, gives a simple bound on the latter quantity.

maxPX(x)> > t. (11)

reX

B. Proof of Theorem 1
Assume, without loss of generality, that Py (z) > 0 for all
x € X. To show that £ (X—-Y) < I(X;Y), consider any
U satisfying U — X — Y. Define
> yey maxgeu Puy (u, y)
maxyecy Pu(u)
so that £ (X—=Y) = supy.py_x_y £ (X—=Y) [U]. Then

> max Puy (u, y)

L(X=Y)[U] =log . (12)

yey

= Z max Z Px(x PU|X U|$)PY|X(?J|37)
yey IEX

<> ma > Px(x)Pyx (ulz) max Py x (yl2')
yE)/' :FEX

_ Z (maxPYX (yl=’ ) maxz Px (z) Py x (ul|z)

= P P .
;gcnea;f( vix (ylz) %135{( U(u)
Y
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Therefore, £ (X—Y) [U] < Io(X;Y) for all Py x, hence
L(X—Y) < Lo (X;Y).

For the reverse inequality, we construct a Ppyx for
which £ (X—Y)[U] = I(X;Y), which we will call the
“shattering” Py x. To that end, let p* = mingex Px ().
For each z € X, let k(z) = Px(z)/p*, and let
U = Upert(z,1),(2,2),...,(z,[k(z)])}. For each u =
(i, ju) €U and x € X, let Py x (ulz) be:

PU\X ((Zua ]u)|x)

*

T(x)vk e Zu =, 1 S j’U« é Uf(fL')J,
=31 el o = k)], (13)
0, Ty 7é z, 1<7,< ’—k(zuﬂ

It is easy to check that if |k(x)] = [k(z)], then the corre-
sponding formulas are equal. Then, for each ((iy,ju), %) €
Ux X,

PUX(UWju); J)) =

P*, v =, 1< jy < [k(x)],
Px(z) —([k(x)] = V)p*, iu =2, ju= [k(z)],
0, iy # 2, 1< ju < [K(iu)]

(14)

Note that the supports of P x—, is disjoint for each distinct z,
and it effectively “shatters” x into shards of probability p*.
Now note that

max  Pyx((tu, ju), tu) = D" (15)

max Py (u) =
(= (T sJu) EU

Now consider any (u,y) € U x Y. We have

PUY((iuvju)ay) =
Z Px () Py x ((iu, ju)|7) Py x (y|z) =

TxEX

PX(iu)PU\X((iuaju)”u)PY\X(y“u) =

{p*Pm(ym), 1< ju < k()]
(Px () — ([k(x)] = 1)p*) Py x (ylin), ju = [k(iu)]-

(16)
Then, for a given y € ),

P 'm' 5 == *P ]
max Py (i, ju),y) = max, p"Pyix (yliu)

= maxp Py x(ylz). A7)

Finally, we get

L(X=Y) > L(X=Y)[Ul=log ¥ max Py x(y|z),
)= log 3 ma Py x(41)

where the inequality follows from the definition, and the

equality follows from equations (12), (15), and (17). |

Note that in the above proof, the conditional distribution
(given in (13)) that achieves the supremum in (1) depends
on Pxy only through the X —marginal, Px. So we get the
following proposition.

Proposition 4:  Let X be a finite alphabet and Px a
distribution on X'. Then the “shattering” Py x defined in (13)
achieves the supremum in (1) for all finite alphabets ) and
conditional distributions Py-|x.
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III. MAXIMAL LEAKAGE: VARIATIONS AND EXTENSIONS

We now consider several natural variations to our threat

model. In particular, we consider the following scenarios.

1) The adversary chooses the variable of interest U after
observing Y, i.e., for different realizations of Y, they
might attempt to guess different functions of X.

2) The adversary only needs their guess to be within a
certain distance of the true value of U.

3) The adversary can make several guesses.

4) The adversary attempts to maximize a gain function
defined on U x U for some alphabet u.

We modify the definition of maximal leakage accordingly for
each scenario. However, for each of these cases, the resulting
computable characterization is unchanged. This shows that
the definition of maximal leakage is robust, and meets the
requirements we presented in the introduction. In particular,
it has several useful operational interpretations, and it requires
minimal assumptions about the adversary’s goal.

Furthermore, we extend the notion of maximal leakage in

two directions. First, we propose a conditional form of leakage
L (X—Y|Z), where Z represents side information available at
the adversary. Finally, we generalize Theorem 1 to account for
a large class of random variables, including point processes.
We use the general formula to analyze a simple model of the
SSH side-channel.

A. Multiple Functions of Interest

In our threat model, we assumed that the adversary is
interested in a specific randomized function of X. However,
they could be interested in several functions and choose which
one to guess only after seeing the realization of Y. To account
for this, we modify the definition of maximal leakage as
follows.

Definition 2 (Opportunistic Maximal Leakage): Given a
joint distribution Pxy on alphabets A and ), define

L(X—Y)

maxy ey Pyy (uly)

=1lo P, su 18
& Z v () U:U—)I?—Y max, ey Py (u) (18)
yey
maXyeu, PUy Y(U|y)

= sup 1ogz Py (y) = Pl (19)

(Uy,yeY)=X-Y =, maxueu, L'u, (u)

maxy, ., Puix,y (ulz,y) Pxy (zy)

= 1 Py (y) z :

i ogyz@:] V() maxy »_, Pyix vy (ulz, y) Px ()

(20)

where the U variables in all three suprema take values in finite
but arbitrary alphabets.

The different Uy,y € Y in (19) can be interpreted as
different secrets that the adversary might attempt to guess.
The adversary opportunistically attempts to guess secret Uy,
when it observes Y = y. Notably, allowing the adversary this
additional freedom does not change the result.

Theorem 2: For any joint distribution Pxy on finite
alphabets A" and ),
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Proof: It follows straightforwardly from the definitions
that £ (X—Y) > L (X—=Y). For the reverse direction, con-
sider the following proposition.

Proposition 5: Suppose U, X, and Y are discrete random
variables that satisfy the Markov chain U — X — Y. Then for
each y € supp(Y),

maXz:PX‘y(x|y)>0 PY\X(?J"]:)
Py (y)

maxy ey Pyy (uly)
maxyecy Pu(u)

It follows from the proposition that

ep(L(X-V)i< Y

yesupp(Y)

max

P T
z:Px |y (z|y)>0 Y‘X(yl )

< max
P
yeyz x (z)>

OPY|X(?J|$)-

Then it remains to prove Proposition 5. To that end, consider
a triple of discrete random variables U, X, and Y satisfying
U—-X-Y,and fix y € supp(Y). Then

P,
Ifngf U|Y(U|Z/)

e Z Py x (u|z) Pxy (z]y)
z:Px |y (z|y)>0
Py x(y|z)
= P P _YIXAII
P > v1x (ulz) Px () )

z:Px |y (z|y)>0
Py x (y|z")

< m — = max Z Pyx (u, )
x :PX‘Y(I v)>0 PY(y) ueuz:PX\Y(m|y)>0
P x
< max M max Py (u),
o Pxpy(@|ly)>0 Py (y) ue
as desired. u

B. Approximate Guessing

Consider the case in which the adversary only needs the
guess to be within a certain distance of the true function value,
according to a given distance metric. As such, the random
variable U, over which we are optimizing, now lives in
a given metric space U/ and is no longer restricted to be
discrete. We call this modified measure maximal locational
leakage. The term “locational” is motivated by the scenario in
which the variable of interest U is a geographical location,
such as a person’s home address (potentially revealed by
GPS traces [53]) or a person’s physical location (potentially
revealed by cellular tracking data [8]).

Definition 3 (Maximal Locational Leakage): Given a joint
distribution Pxy on finite alphabets X and )/, and a metric
space U (with its associated Borel o-field), the maximal
locational leakage from X to Y is defined as

sup, .y Pr(U € B(u(Y)))
sup, Pr(U € B(a))
21

Ly(X—=Y)=  sup
U:U—X-Y

Ju:Pr(UeB(u))>0

log

where B(u) is the closed unit ball centered at u € U.
Theorem 3: For any joint distribution Pxy on finite alpha-
bets X and ), and any metric space U,

Ly(X—Y) < L(X-Y),

1633

with equality if / has a countably infinite subset S' such that
no pair of its elements can be contained in a single unit ball.

Proof: Assume, without loss of generality, that X has full
support. Now consider any U and 4(Y) in the maximization
of (21):

Pr(U € B(u(Y))

< Z sup P(U € B(u),Y =vy)
yey ueU

=) sup ¥ PUe€Bu),X=u1Y =y)
yeY ueld reX

=Y sup ¥ P(U € B(u))P(X = z|U € B(u))-

yey V€U pex
Py x(y|z)

<Y sup P(U € B(u)) sup Py |x(y|z)
vey ueU reX

= [ sup Prix(yla) | sup P(U € B(w)).
yeyxeX ueU

Therefore,

Ly(X—=Y) <log Z sup Py x (ylr) = L(X=Y).
yeyxe

If there exists a countably infinite S C U such that no
pair of its elements can be contained in a single unit ball
(e.g., U is unbounded), then exact guessing of discrete quanti-
ties can be simulated by using S for the support of a discrete
random variable U. Hence £y(X—Y) > L(X—Y), which
implies the equality. u

C. Multiple Guesses

The definition of maximal leakage (Definition 1) allowed
the adversary a single guess. However, an adversary might
be able to make several guesses in some practical scenarios.
For example, if the adversary is trying to guess a password
U of some system, they can typically try several passwords
before they are locked out. Similarly, if they are trying to
guess a secret key to decrypt an encrypted message, they can
make several attempts. We modify the definition to allow for
k guesses, for any integer k, as follows.

Definition 4 (k-Maximal Leakage): Given a joint distribu-
tion Pxy on finite alphabets X’ and ), and a positive integer &,
the k-maximal leakage from X to Y is defined as

Pr (\/f:1 U= Uz)

max scu PU(S)
IS|<k

L* (X-Y) =

sup log
U-X-Y—-(U)k,

?

where U takes values in a finite, but arbitrary, alphabet.

It turns out that k-maximal leakage and maximal leakage
are equivalent.

Theorem 4: For any joint distribution Pxy on finite alpha-
bets X and ), and any k € N,

LE)(X=Y) = L(X=Y).

The proof is given in Appendix B-A.
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D. General Gains

We now consider the case in which different realiza-
tions of U might have different significance for the adver-
sary. For example, an adversary monitoring the timing of
packet transmissions over a given network [54] might seek
to deduce source-destination pairs. However, they might be
more interested in detecting communication between specific
pairs, corresponding to (say) suspicious persons, governmental
agencies, etc. Hence, there is more value to the detection of
the existence of a link, rather than its absence. This mirrors
the asymmetric cost of false alarm and missed detection in
hypothesis testing. To account for this, we use a gain function
g :UxU — [0,00) and maximize over gain functions as
follows.

Definition 5 (Maximal Gain Leakage): Given a joint distri-
bution Pxy on finite alphabets X and ), the maximal gain
leakage is defined as

supy() Blg(U, a(Y))]

La(X=Y) = sup, Bg(U.a)]

sup
UU-X-Y
U,g:UXU—[0,00):
sup,, E[g(U,4)]>0
where U/ is a finite, but arbitrary, alphabet.

Similarly to previous variations, maximal gain leakage turns
out to be equivalent to maximal leakage.

Theorem 5: For any joint distribution Pxy on finite
alphabets X and )/,

L(X=Y)=Ls(X-=Y).

Remark 5: For a similar result in which U = X but
one takes the supremum over all X distributions, see
Alvim et al. [42].

Proof: 1Tt follows straightforwardly from the definitions
that Lo (X—Y) > L(X—Y). For the reverse direction,
consider any U satisfying U — X — Y, any (non-empty) set u
and function g : U x U — [0, 00). Then

Sit(lr))E[g(U,ﬁ(Y))]
a(-

= Z sup Z g(u,0)Pyy (u,y)

yey el ycuy

=D s, ),

y€Y UEU yeld zesupp(X)
Py x(ylz)

< P / )

sup ), )

WEU yeU zesupp(X)

P> (|, max  Prix(vla)) sup Blg(U, i),

as des1red. [ |

g(u,4) Px (x) Py x (u|z)-

g(u, @) Px (x) Py x (u|x)

max
z’ €supp(X)

E. Conditional Maximal Leakage

One of the main challenges in information leakage problems
comes from the fact that the adversary can acquire information
from multiple sources. This prompted researchers in database
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security to make very conservative assumptions about the
knowledge of the adversary: differential privacy is introduced
in a setup in which the adversary knows all the entries of
the database except one [55]. This also raises interest in the
behavior of mechanisms under composition [56]. That is, if the
adversary receives multiple independent observations released
by a given secure mechanism, how do the security guarantees
degrade? In order to answer these questions, we propose
a conditional form of maximal leakage, which is defined
analogously to Definition 1.

Definition 6 (Conditional Maximal  Leakage): Given
a joint distribution Pxyz on alphabets X, )Y and Z,
the conditional maximal leakage from X to Y given Z is
defined as

sup log Pr(U = UEY’ Z)), (22)
U:U-X-Y|Z Pr(U=U(2))
where U takes values in a finite, but arbitrary, alphabet, and
U(Y,Z) and U(Z) are the optimal (i.e., MAP) estimators of
U given (Y, Z) and Z, respectively.

Remark 6: The Markov chain U — X — Y'|Z is equivalent
to U— (X, Z)—Y. The above definition is hence conservative,
in that it allows the channel from X to U to depend on Z. One
could instead consider U's satisfying the Markov chain U — X —
(Y, Z). The quantity so modified appears to be considerably
more difficult to analyze.

Theorem 6: Given a joint distribution Pxyz on finite
alphabets X', Y and Z, the conditional maximal leakage from
X to Y given Z is given by

L(X—Y|Z) =

L (X—>Y|Z) =

log max

max P, z, 2).
2Py (2)>0 1ax Py |xz(ylz, 2)

y Px|z(z]|z)>0
(23)
In other terms, £(X—=Y|Z) = maxX.cqppz) L(X —
Y|Z = z), where L(X —Y|Z = z) is interpreted as the
unconditional maximal leakage evaluated with respect to the
joint distribution Pxy|z—.. The following corollary summa-
rizes important properties of conditional maximal leakage.
Corollary 2: Given a joint distribution Pxyz on finite
alphabets X, )V and Z,
1) (Data Processing Inequality) If the Markov chain X —
Y — V|Z holds for a discrete random variable V, then
L(X=V|Z) <min{L (X-=Y|2),L(Y-=V]|Z)}.
2) L(X—Y|Z) < min{log |X|,log |V|}.
3) L(X=Y|Z)=0iff X — Z —Y holds.
4) (Additivity) If {(X;,Y;, Z;)}?_, are mutually indepen-
dent, then

= L(Xi~Yi|Z:).
i=1

5) L(X=Y|Z) > 1(X;Y]|Z).

6) L(X—Y|Z) is not symmetric in X and Y.

7) If Z — X —Y holds, then

L(X{=Y"|27)

L(X=Y|Z) < L(X=Y),

with equality if for some =z €

supp(Px|z—.) = supp(Px).
8) L(X—(Y,2)) < L(X—=Z)+ L(X=Y]Z).

supp(Z),
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Similarly to maximal leakage, properties 1)-4) can be seen
as axiomatic for a conditional leakage metric. Property 5) is
analogous to the relationship between maximal leakage and
mutual information. Property 7) is interesting in that it exhibits
a behavior similar to mutual information. Indeed, if Z — X —
Y holds, then I(X;Y|Z) < I(X;Y). Property 8) can be
viewed as a one-sided chain rule. A simple consequence of
properties 7) and 8) is the following composition lemma.

Lemma 6 (Composition Lemma): Given a joint distribution
Pxvy 7 on finite alphabets X', Y and Z, if Z — X — Y holds,
then

Hence, if an adversary has access to side information Z
and this is not known to the system designer (which is often
the case in practice), then minimizing £ (X—Y") (irrespective
of Z) is still a reasonable objective.

The proofs of Theorem 6 and Corollary 2 are given in
Appendices B-B and B-C, respectively.

F. General Alphabets

Finally, we generalize Theorem 1 to allow for a large
class of random variables and stochastic processes. We use
the general formula to study a simple model of the SSH
side-channel and analyze the performance of commonly used
mechanisms. Our analysis suggests that memoryless schemes
generally do not perform well under maximal leakage.

Before stating the theorem for general alphabets, we intro-
duce the following notation. For a given probability distribu-
tion Py, and a measurable function f : X — R, the essential
supremum of f with respect to Py is defined as:

ess-supp, f(X) = inf{a: Px({z: f(z) > a}) =0}. (24)
Equivalently,

ess-supp, f(X)=sup{f: Px({z: f(z) > B}) > 0}. (25)

Theorem 7: Let (X x Y,oxy,Pxy) be a probability
space with associated probability spaces (X,ox,Px) and
(Y,0y, Py), where oxy is the product sigma-algebra.

1) If Pxy < Px x Py and ox is generated by a countable

set, then

L(X—Y) = log / ess-supp, f(X,y)Py (dy), (26)
Y
where f(xvy) = %(fﬁ,y)

2) If absolute continuity fails, then £ (X—Y) = +o0.

In the discrete case, £(X—Y) depends on Pxy only
through Py-x and the support of Px. Although it is not
immediately clear from (26), this holds true in the general
case in the following sense. Define an equivalence relation on
the set of probability measures on a given measurable space
as follows:

P=QifP<Qand Q < P.

Then £ (X—Y’) depends on Pxy only through Py x and the
equivalence class of Px. We formalize this observation in the
following lemma.

27)
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Lemma 7: Let (X, 0x, Px,) be a probability space, and let
(Y,0v) and (X x Y, oxy) be measurable spaces, where oxy
is the product sigma-algebra. Fix a kernel x4 from X to ), that
is, a function g : X X oy — [0, 00) that satisfies:

1) For every B € oy, u(-, B) is ox-measurable.

2) For every x € X, p(x,-) is a probability measure on

(ya UY)'
Let Px, y; and Py, be the probability measures induced by
Px, and p(-,-) on (X x Y,oxy) and (Y, 0y ), respectively.
If Px, v, < Px, X Py,, then p(z, ) < Py,. If, in addition,
ox is generated by a countable set,

X..
L(X1—Y)) = log/ ess-sup p <M> Py, (dy)
y X1 dPY1

—log/yess-suppx (%) Qy (dy), (28)

where Px is an arbitrary representative of the equivalence
class (cf. (27)) of Px, and @)y is any measure satisfying
Py, < Qy.

Consequently, if Px, is a probability measure on (X, ox)
satisfying PX2 = PXl, then PX2 v, K PX2 XPY2, Py1 = Py2,
and

L (X:—Ys) = L(X1—-Y),

where Py, y, and Py, are the induced probability measures
on (X x Y,oxy) and (Y, 0y ), respectively.

The proofs of Theorem 7 and Lemma 7 are given in Appen-
dices B-D and B-E, respectively. We now discuss implications
and examples of the theorem.

Corollary 3: Let (X x Y,oxy,Pxy) be a probability
space with associated probability spaces (X,ox,Px) and
(V,0v,Py). Assume Pxy < Px x Py and o is generated
by a countable set. Then

1) L(X—=Y)=0iff X and Y are independent.
2) (Additivity) If {(X;,Y;)}", are mutually independent,

i=1
then
n

L(XP=Y) =) L(X—Y).

i=1

3) L(X=Y) > I(X;Y).
Proof: For 3) it suffices to consider the case in which

Pxy < Px x Py. Let f(-,-) denote the derivative of Pxy
with respect to Px X Py and consider the following.

I(X;Y) = Eflog f(X,Y)]
2 10g Bf(X,Y)]
~ log /y /X 12 () P (dz) Py (dy)
< log/y (ess-supp. f(X,y)) -
/X £ (2, y) Px (d) Py (dy)

2Lx-y),
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where (a) follows from Jensen’s inequality, and (b) follows
from the fact [, f(z,y)Px(dz) =1 Y-as. because

/y UX f(z, y)PX(da:)] 1(y € B)Py(dy) = P(Y € B)

for all B. 1) follows from the definition and 3). 2) follows
from the fact that if (X7, Y1) is independent of (X3, Y2), then
f@r, @2, 91,92) = f(@1,y1) f (22, 2). L

Recall that the data processing inequality also holds by
Lemma 1. Hence, the general formula of maximal leakage
retains the axiomatic properties we required in (R3). It also
covers the case in which X is discrete and Y is continuous,
or vice versa.

Corollary 4: If X and Y are jointly continuous real random
variables,

L(X=Y) = log / ess-supp, fy|x (yle)dy,  (29)
R

where fy|x(:|-) is the conditional pdf of Y given X. More-
over, if the marginal pdf of X, fx(z), is continuous, and for
almost all y € R, fy|x(y|z) is continuous on D := {z :
fx(x) > 0}, then

L(X—=Y) :log/ sup  fyx (y|z)dy,
R z:fx(z)>0

(30)
Proof: Equation (29) follows directly from Lemma 7.
To show (30), we first show that for all y € R,

sup
z: fx (z)>0

frix (yle) = ess-supp, fy|x (yla)-

Let M, := ess-supp, fy|x (y[z). Given € > 0, let S, . = {x :
Jyix(ylz) > M, — €}. By definition of M,, Px(Sy.) > 0.
Hence, there exists « € S, . such that fx(x) > 0. Conse-
quently, Sup,. s, ()>0 fy|x(ylr) > M, — e. The inequality
follows since € can be chosen arbitrarily small.

To show the other direction, fix y such that fy|x(y|z)
is continuous on D = {x fx(x) > 0}, and let
Ny 1= 8UpPg. 1y (2)>0 fy|x (y|z). Assume Ny > 0 (otherwise,
the inequality is trivial). Consider 0 < € < N, and z}
such that fx(z}¥) > 0 and fy|x(ylz}) > N, — e. Given
0 < ¢ < min{f(z})/2, N, — €}, choose § > 0 such that
wi—zl < & = |f(2) - f@)] < ¢ and |frx(yle?) —
fyvix(ylz)| < €. Hence, for all z satisfying |z}—z| < 4,
fyix(ylz) > Ny —e— ¢, and

Px(z: fy|x(ylz) >Ny—e—€) > Px(z : [zf—z| < 0)
x40
=/ fx (@)
xr—08
> (5fx(£l,':) > 0.
The inequality follows since € and € can be chosen to be

arbitrarily small. ]
Example 9: If X and Y are jointly Gaussian, then

0, if X and Y are independent,
400, otherwise.

L(X—Y) = {

Example 10: Suppose X is real and its pdf satisfies
fx(x) > 0 for all x € R. Let Y = X 4+ Z, where Z

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 66, NO. 3, MARCH 2020

is a continuous real random variable independent of X. Let
zo = argmax fz(z). Then

u»m:m/mhwmm
R z€R
= log / sup fz(y — x)dy
R =z

:méb%m
= +o00.

The above examples suggest that “adding independent
noise” is not necessarily secure in the maximal leakage sense.
The following example considers a simple model of the SSH
side-channel and further illustrates this point.

Example 11: Consider the SSH side-channel and suppose
we wish to perturb the packet timings before they are sent
over the network so that we decrease information leakage.
We represent the process of incoming packets as a Poisson
process of a given rate, A. More formally, fix 7" € R, and let
Qr be the set of all counting functions on [0, 7], i.e., w € Qr
is an integer-valued, nondecreasing, right-continuous function
on [0,7] and w(0) = 0. Let {F}L, be the filtration over
Qr generated by the mapping w +— w;. Let X! be a Poisson
process of rate ), representing the incoming packets. Let Y
be a point process on ({7, Fr) representing the outgoing
packets.

a) Memoryless scheme: Suppose we hold each packet for
an independent random amount of time before releasing it into
the network. More specifically, let Y/ be the output of an
initially-empty exponential-server queue with rate ;4 > A and
input XI'. Then

%E(Xgﬂxf)zu, (31)
and, as T — oo, the average waiting time for a packet
(between arrival and transmission) tends to u%)\ Note that
the system is unstable if p < A.

Proof: Let Py be the probability measure on (Qr, Fr)
under which the output is distributed as a Poisson process of
rate one. It is known [57] [58, Ch. VI, Theorem T3] that for
(2,9) € O x O,

dPxy

T
Xy — log(ul _
dPx % Ty (z,y) exp{/o og(pll(xy > ye—))dy:+

T
/0 (1 — pl(xy > yt))dt} =: L(z,y).

Now note that,

dPxy _ dPxy dPx x PydPy P
dPx x Py ¥ dPx x Py dPx x Py dPy  °
— LdP,,

where the equalities follow from [59, Ex. 32.6, p. 426] and

the fact that gg)’:; 53 = %. Then
L(X5-Yd) = log/ ess-supp, L(X,y) Po(dy).
Qr
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It is easy to verify that ess-supp L(X,y) = exp(yrlog
w1+ T). By noting that yr is distributed as Poi(7T") under P,
we get

1 1
=L (Xg=Yy') = = log / exp [yr log i+ T] Po(dy)
T %),

1
=7 logexp[T(p—1) +T] = p.

The computation of the average waiting time is standard
(e.g., [60, (3.26)]). ]
b) Accumulate-and-dump: Fix 7 € Ry and m € N.
Assume (for simplicity) that 7 divides 7', and consider the
following scheme. The packets are accumulated, then released
(“dumped”) only at integer multiples of 7. If in a given interval
more than m packets are received, only the first m are sent
and the remaining ones are dropped. Then
1. (Xg—-Yy) = 1 log(m + 1), (32)
T T
and the average waiting time for a packet is 7/2 assuming it
is not dropped. Moreover,

P.< e)\‘r(uf(1+u) log(1+u)), (33)
where P, is the probability that the number of packets exceeds
m in a given interval of length 7, and v = (m +1)/(A7) — 1.
Hence, choosing m to be (1 + ?)Ar — 1, for some © > 0,
yields

1 1
L (x-) = Log((1 + 9)ar),

and a probability of dropping a packet that is exponentially
small in 7. Note that, as opposed to the memoryless scheme
above, accumulate-and-dump can make the leakage arbitrarily
small. For a more direct comparison, suppose we wish the
average waiting time to be no more than 1/\. Hence, for the
memoryless scheme we choose p = 2\, which leads to a
leakage of 2. For the accumulate-and-dump scheme, choose
7=2/Xand ¥ = €3/2 — 1(=~ 9). Then one can readily verify
that the leakage is 3)\/2 and P. is on the order of 10712,

Proof: Since the number of arrivals in a Poisson process
are identically distributed and independent for non-overlapping
intervals of the same length,

1 17T, . 1 .
1
=1 1
—log(m +1),

where the last equality follows from the fact that Y is a deter-
ministic function of X that takes values in {0,1,...,m}.
To compute the average waiting time, it is enough to con-
sider the waiting time for the packets that arrive in the first
interval [0, 7]. Conditioned on X, = N, the arrival times
are distributed as the ordered statistics of N independent
uniform random variables over [0, 7] [61, Ch. 4, Theorem 4A].
Therefore, the conditional average waiting time is 7/2. Hence,
the average waiting time is 7/2. Finally, the upper bound on
P, is an application of the Chernoff bound to Poisson random
variables. ]
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c) Inject dummy packets: Song et al. [1] suggest using
dummy packets to keep the rate of transmission fixed. That is,
they use accumulate-and-dump with an extra parameter
mp € N. If in a given interval N < my packets are received,
we inject my — N dummy packets. Then

%E (Xg—Yy) = % log(m —my + 1). (34)

Remark 7: In [1], the authors do not suggest an upper
bound on the number of packets that can be released in
a given interval. They implicitly assume that there exists
an m for which the number of arrivals in a given interval
is at most m almost surely. This is not true for the Pois-
son process, but for any process that satisfies this property,
the leakage of accumulate-and-dump + inject-dummy-packets
is upper-bounded by the right hand side of (34).

The choice of m and m; provides a trade-off between the
overhead of injecting dummy packets and the probability of
dropping a packet. Song et al. [1] also point out an important
drawback of the memoryless scheme. If the adversary observes
several independent instances of the output for the same input
(e.g., they eavesdrop several times on the same user while they
are inputting their password), they can diminish the effect of
randomization by considering the average (over the different
observations) of the inter-arrival times between successive
packets.

Similar observations hold for the optimal mechanism for the
Shannon cipher system, to which we turn next.

IV. SHANNON CIPHER SYSTEM

The main goal in quantifying information leakage is to
enable the design of mechanisms to mitigate it. As an appli-
cation, we study a (traditional) secrecy setup known as the
Shannon cipher system [3]. The setup consists of a transmitter
and a legitimate receiver that are linked by a public noiseless
channel and share a common key, and an eavesdropper who
has access to the public channel and is aware of the source
statistics and the used encryption schemes. The encryption
schemes must allow the legitimate receiver to perfectly recon-
struct the source sequence. Shannon [3] showed that perfect
secrecy (i.e., making the source X™ and the public message
M independent) requires a key rate as high as the message
rate, which is typically not feasible in practice. Hence several
works [3], [24]-[26], [28], [34] studied the optimal partial
secrecy achievable for a given key rate r, and used different
measures to assess secrecy guarantees.

In this section, we use maximal leakage to assess the
performance of any feasible encryption scheme. Similarly
to previous works, we are concerned with the dependence
between the source and the public message (i.e., £ (X"—M)
in our case, as opposed to the dependence between the secret
key and the public message). Moreover, we allow for lossy
communication by introducing a distortion function d at the
legitimate receiver, as shown in Figure 3. For a given distortion
level D, we require that the probability of violating the
distortion constraint decays as 27", for a given o« > 0. Then,
for a given D and «, we study the asymptotic behavior of the
normalized maximal leakage.
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Fig. 3. The Shannon cipher system with lossy communication: the transmitter
and the legitimate receiver have access to a common key K, which consists
of nr purely random bits, where r is called the key rate. Using both the
public message M and the secret key K, the legitimate receiver generates
a reconstruction Y™ that should satisfy a given distortion constraint. The
eavesdropper has access to the public message M only.

Xn TX Y L

receiver
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Fig. 4. Information blurring system.

For a discrete memoryless source (DMS), we derive
the optimal (i.e., minimal) limit of the normalized maxi-
mal leakage. The scheme we propose for the primary user
(i.e., the transmitter—legitimate receiver pair) operates on a
type-by-type basis. With each type, we associate a good
rate-distortion code. The codebooks are then divided into bins,
and the key is used to randomize, within a bin, the choice
of codeword associated with a particular source sequence.
However, types with low enough probability are discarded,
i.e., a dummy message is associated with all the source
sequences belonging to such types.

We also derive the optimal limit when the requirement of
a decaying probability of violating the distortion constraint
is replaced with an expected distortion constraint. In this
scenario, one might expect that memoryless schemes are
sufficient for optimality. We evaluate this claim by considering
the case in which there is no common key and the rate of the
channel is high (cf. Figure 4). This setup was dubbed the
“information blurring system” in [28], and it represents a
stylized model of side-channels. For instance, in the SSH
setup, X" could represent the timings of the incoming packets,
Y™ could represent the perturbed timings of the outgoing pack-
ets, and the distortion function could represent required quality
(e.g., delay) constraints imposed on the system. We show that,
even in this setup, memoryless schemes are strictly subopti-
mal in general. This strengthens our earlier observations in
Section III-F and suggests that commonly used memoryless
schemes are generally outperformed by quantization-based
schemes.

A. Problem Setup and Statement of Result

Let X and ) be the alphabets associated with the trans-
mitter and the legitimate receiver, respectively. The trans-
mitter and the legitimate receiver are connected through a
noiseless channel of rate R, and share common randomness

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 66, NO. 3, MARCH 2020

K, € K, ={0,1}"", where K, is uniformly distributed over
K., and r > 0 is the rate of the key. The transmitter observes
an n-length message X" = (X1, Xo,---,X,,), independent
of K,, and wishes to communicate it to the receiver. Let
f and h be, respectively, the transmitter’s encoding and the
receiver’s decoding functions. The transmitter then sends a
message M, = f(X" K,), M, € M,, = {0,1}"F, and
the receiver generates a reconstruction Y = h(M,, K,).
We allow the functions f and h to be randomized (beyond
the private randomness in K,,). For a given distortion function
d: X x)Y — Ry, distortion level D, and excess distortion
probability «, we require that Pr(d(X™,Y") > D) < 27",
where d(X™,Y") =157 d(X;,Y;).

An eavesdropper intercepts the message M. We assume they
know the source statistics as well as the encoding and decoding
functions, but do not have access to the key K.

The primary user aims to minimize the maximal leak-
age to the eavesdropper L (X"—M,). We characterize the
asymptotically-optimal normalized maximal leakage under the
following assumptions’:

(A1) The alphabets X’ and ) are finite.

(A2) The source is memoryless and has full support.

(A3) The distortion function d is bounded, i.e., there exists
Dpax such that, for all z € X and y € ),
d(z,y) < Dmax. Moreover, D > Dy, where Dy =
maxgey mingey d(x, y).

(A4) R > maxq.p(q||p)<a R(Q, D), where R(Q, D) is the
rate-distortion function for source distribution Q.

We denote the optimal limit_) by L(P, D, ﬁ,a), where P is

the source distribution, and R = (R, r):

lim min lﬁ (X"—=f(X", Kp,)),

-
L(P,D,R,a) =
n—oo {fr€Fn} N

where {F,} is the set of feasible schemes, i.e., F,, = {fy :
A" x {0,1}" — {0,1}"7 | there exists g : {0,1}"F x
{0,1}"" — Y™ satisfying Pr(d(X", g(f (X", K,), Kn))) <
2—71,(1}'

It will be more notationally convenient in this section to
give the answers in bits rather than nats. Hence we will use
the logarithm to the base 2 when computing maximal leakage.
To avoid confusion, we will explicitly mention the unit we are
using.

The main result of this section is the characterization of the
optimal limit as follows:

Theorem 8: Under assumptions (Al)-(A4), for any DMS
P and distortion function d with associated distortion level
D > Dy,in and distortion excess probability o > 0:

max

—
L(P,D,R,a)=
Q:D(Q|[P)<a

[R(Q, D)—r]" (bits), (39)
where [a]T = max{0,a}.

Note that the case a« = oo (i.e., when the distortion
constraint is imposed almost surely) is included in the theorem.
Moreover, in that case, the theorem holds even if the source
is not memoryless, as long as the support of X" is X".

Note that it is necessary to have R > maxg. p(Q||P)<a B(Q, D) for the
primary user’s problem to be feasible.
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This follows from the fact that £ (X"—M,) and the con-
straint, when imposed almost surely, depend on the distribution
of X™ only through its support. Therefore, solving for any
specific distribution on that support is equivalent to solving
for all distributions on the same support.

Before proving the theorem (in Sections IV-D
and IV-E for achievability and converse, respectively),
we discuss a variation using an expected distortion constraint
and its implication on the performance of memoryless
schemes.

B. Memoryless Schemes With Expected Distortion

Instead of requiring a decaying probability of violating
the distortion constraint, we could require that the distor-
tion constraint holds only in expectation—as is common
in many works in the literature. That is, we require that
E[d(X™,Y™)] < D. In that case, we modify assumption (A4)
to be:

(A4) R> R(P,D).

Theorem 9: Under assumptions (A1)-(A3) and (A4’), for
any DMS P and distortion function d with associated distor-
tion level D > Din:

N

L(P,D, R) = [R(P,D) —r]* (bits). (36)
Proof: The achievability argument follows by a simi-
lar manner as the one given in subsection IV-D. However,
instead of encoding on a type-by-type basis, we simply use a
good rate-distortion code that satisfies the expected distortion
requirement and divide it into bins of size 2"". One could also

derive it from Theorem 8 as follows:

— —
L(P,D,R)< lim lim L(P,D', R,«)
D’'—sD+ a—0
= [R(P,D) —]*.

As for the lower bound, we use the fact that I, (X;Y) >
I(X;Y) [33]. This problem, with mutual information
replacing maximal leakage, has already been solved by
Yamamoto [25] and Schieler and Cuff [24]. More specifically,
Corollary 5 of [24] yields that the optimal normalized mutual
information is indeed given by [R(P, D) — r]*. |

With the expected distortion constraint, one might venture
that the optimal limit is achievable with a memoryless scheme,
in which the encoder passes the source through i.i.d copies
of an optimal conditional distribution Py-|x. Counter to this
common intuition, and counter to the case in which leakage
is measured via mutual information, we show that this is
generally not the case when the objective is maximal leakage.

To that end, consider the case in which » = 0 and R =
log|Y| (cf. Figure 4). By Theorem 9, L(P,D) = R(P, D).
Now define

. 1
min —

LM (P, D) =
o (BD) Py x:E[d(X,Y)]<D n

L(X"=Y™), @37)

where Pxnyn = [, Px, Py, |x,- By the additive property of
maximal leakage, it follows straightforwardly that L"*™ (P, D)
does not depend on n, so we will drop the n subscript.
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Lemma 8: L™™(P,D) = R(P,D) if and only if
there exists Py |x that achieves the rate-distortion func-
tion and satisfies 1) Pxy(z,y)Pxy(z’,y) > 0 =
Py|X(y|£L’) = PY|X(y|£L'/), and 2) Zx:ny(x7y)>O Px(:l,') =
2wt Py (a7 >0 Px (@) for all y,y" € supp(Y).

Proof: The proof follows straightforwardly from
Lemma 2. [ ]
The above conditions imply that for some conditional
achieving the rate-distortion function Py v, L™"(P,D) =
L(X-=Y)=1I1(X;Y)=R(P,D). If X has full support, then
L(X=Y) = I(X;Y) = L(X=Y) = C(Py x). Hence,
R(P,D) = C(Py ). The latter equality is not a sufficient
condition, however. Hence, memoryless schemes are strictly
suboptimal, except in very special cases.

We next strengthen this observation by relaxing the con-
straint in (37) by allowing the choice of the conditional
distribution Py, x, to depend on the index . So define
lE(X Y™

min
. T (i) n
Pynjxn:Pyn xn=TT}—; Py«

LI (P, D) =

(38)
subject to E[d(X",Y™)] < D.
This is still not sufficient to achieve optimality in general,
as the following lemma shows.
Lemma 9: Suppose X" is i.i.d ~ Ber(p), p € (0,1/2], d
is the Hamming distortion, and D € [0, p]. Then

L™ (P,D) > (1 - D/p) (bits).

On the other hand, by Theorem 9, L(P, D) = R(P,D) =
H(p) — H(D). Since H(p) — H(D) < 1 — D/p in general
(where the inequality can be checked using convexity), mem-
oryless schemes are strictly suboptimal.

Proof: For any Pyn xn» in the minimization, let D; =
E[d(X;,Y;)] = Pr(X; # Y;). Without loss of generality,
we can assume D; < p. Then

LX"=Y™) =) L(Xi—Y)
i=1

n

R
=1 pr(X,£Y1)<D;

We show in Appendix C that

Pmin - L(Xi—Y;) =logy(2 — Di/p) (bits). (39)
Pr(X:;‘;‘,i)‘SDi
Thus,
L(X"—Y") > Z log, (2 — D;/p)
= loga(2— (Di/p)(1)~ (1 = Di/p)(0))
?Zwi/p) log, (1) + (1 — Di/p) logy (2)

Authorized licensed use limited to: Cornell University Library. Downloaded on June 24,2020 at 00:29:33 UTC from IEEE Xplore. Restrictions apply.



1640

where (a) follows from the fact that log,(2 — x) is concave
in z, and (b) follows from the constraint in (38). [ |

C. Notation

In the following, Z is an arbitrary discrete set, and Z is a
random variable over Z.
- For a sequence 2™ € Z", ).~ is the empirical PMF of
z", also referred to as its type.
- Q% is the set of types in Z", ie.,
PMF’s with denominator n.
- For Qz € Q%, the type class of Qz is Tg, = {z" €
Z" Qe = QZ}
- Egl], Ho(+), and Ig(+;-) denote respectively expecta-
tion, entropy, and mutual information taken with respect
to distribution Q.
- expy{.} denotes 2.

the set of rational

D. Achievability Proof of Theorem 8

We will slightly abuse notation and shorten L(P, D, ]_f, )
to L in the following. We now show that the right-hand side
of (35) upper-bounds L.

Consider any ¢ > 0 and let n be large enough such that
we can construct a rate-distortion code Cf) , for each type
Qx € Q%, satisfying the following: each sequence 2" € T,
is covered and [C) | < 2n(F(Qx.D)+€) Sych construction is
guaranteed by the type covering lemma (Lemma 9.1 in [31]).
We divide the codebook C  into [|C | /2""] bins, each
of size 2", except for possibly the last one. We denote by
Coy (i, ) the ith partition of the codebook, and by Cf, (i, j)
the jth codeword in the ¢th partition. For each z" € Tg,,
let i,» and j,» denote, respectively, the index of the partition
containing the codeword associated with " and the index of
the codeword within the partition (Note that if more than one
codeword can be associated with 2™, we fix any one of them
arbitrarily). Finally, let m(Qx,,7) be a message consisting
of the following:

. Dog2 | |1 bits to describe the type Qx.

o 1og2 |C ‘ / 2’” bits to describe the index 7, where

21 Foa ey
. [logg |CQX )H bits to describe the index j, where
0 < j < exp, [log, |CQX (i,)]] - 1.

Now, for any ¢ € R, let Q(«,d) = {Qx : D(Qx]||P) <
a+3d}, Qn(a,d) ={Qx € Q% : D(Qx||P) < a+ 6}, and
consider the following lemma.

Lemma 10:
lim max R ,D)= max R , D).
0—0 Qx€Q(a,d) (QX ) Qx€Q(a,0) (QX )

Proof:  This follows directly from the convexity of
D(Q||P), and Propositions 12 and 13 in [28]. |
Now let 6 > 0 be such that maxg, eg(a,s) R(Qx,D) < R
(Such ¢ exists by Lemma 10 and (A4)). Finally, for each
sequence 2™, let 5(z") = [log ‘ng (izn,-)|], and let Kg@zn)
be the first s(a™) bits of K. The transmitter encodes as
follows. Given z", if Q.» € Q,(«,d), then

P Kn) =m0 (Quns s o @ Koony)

(40)
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where the XOR-operation is performed bitwise. Note that,
in this case, the legitimate receiver can retrieve the type of
the transmitted sequence and the index of the bin from the
first two parts of the message, and the index of the sequence
within the bin using the last part of the message and the key
K, so that h(M,,K,) = Ca.. (ign, jon ). Now, consider an
mg € M, that has not been used by the previous encoding
(Assumption (A4) and the choice of § ensures the existence
of such mg). Then, for all ™ such that Q.» ¢ Q,(«,J),

f(@", Kyn) =mo.

Remark 8: To verify that the suggested scheme satisfies the
excess distortion probability constraint, consider the following:

Pr(d(X",Y")>D)< >  P@Q)
Qx¢Qn(a,9)
< >
Qx¢Qn(a,9)
< (n + 1)I¥lg=nlatd) L g=na

(41)

9-nD(Qx||P)

where the last inequality holds for large enough n.

Effectively, we are leaking the first two parts of the message
Qxn and ixn~, and hiding completely the last part jx~. Since
there are only polynomially many types, the first part does
not affect the normalized leakage. The second part, however,
consists roughly of R(Q, D) —r bits, whenever R(Q, D) > r;
otherwise, i.e., when R(Q, D) < r, there is only one bin and
there is no information to be leaked.

For a more rigorous analysis, let P be the induced joint
probability distribution of (X™, M,,). Then, for 2™ satisfying
Qun € Qn(a, d), we get from (40):

Pf (m(Qz"viz"vj)‘xn) S(mn)a

Let S(z") = 2°(="), Note that we can equivalently denote
S(x™) by S(Qun,izn), since the dependence on the sequence
is only through the type and the index of the bin. Therefore,
we get

expo{ L (X

=2

meMy

=2 0<j<25") 1,

X"—=M,)}

Pr(
max Py (m|a™)

= P
Jmax Py (mol|z")+
“Cn |/2nr"| S(Qx, )

ZZZ

QxE€ i=1
Qn (a,9)

Jmax Pr(m(Qx,4,j)[e")

(16651721 5(Qx i)~

S Yy ZS@XJ

Qx€ i=1
9, (a,6)

>

Qx€Qn(a,d)
<142 Z
Qx EQn (a,0)

§4n+1|X‘eX N max
(n+ 1) expy{ ol |

<1+ (Qn(R(QX;D)+E*7’) +1)

gn max{R(Qx ,D)+e—r,0}

D) +e—r]t}.
(42)

[R(Qx,
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Taking the limit as n tends to infinity, and noting that ¢ and
& were arbitrary, we get that

L < max

R
o Q:D(QIIP)Sa[ @

) D ) - T]Jrv
where the inequality follows from Lemma 10 and the follow-
ing lemma, the simple of proof of which is omitted.

Lemma 11:

lim max R(Q,D) =

R D).
n=>c0 QeQL:D(Q||P)<a oir (@, D)

Q:D(Q||IP)<

E. Converse Proof of Theorem 8

We now show that L is lower-bounded by the right-hand
side of (35). To that end, consider any valid encoding func-
tion f. To lower-bound £ (X"—M,,), we consider a specific
Py xn. In particular, we consider the “shattering” Prxn
given in (13). Recall

Pyxn ((tus Ju)|2™) =

*

1 DRI G, = am, = [h(a™)],

Therefore, max, ey Py(u) = p*. We will also consider a
sub-optimal guessing function for U. The scheme is as follows:
the eavesdropper first tries to guess the key [, by choosing
an element uniformly at random from {0,1}"". We denote
this guess by K,,. Then, proceeding by assuming that the key
guess was correct, they try to guess the sequence x™ using a
guessing function given by Lemma 12 below. We denote this
stage by g;. Finally, again proceeding by assuming that the
source sequence guess was correct, the eavesdropper attempts
to guess U by using the MAP rule. We denote this stage by ga,
and we get for each 2™ € A",

g2(z") = (2™, 1), and Pr(gs(z") = U"|2") = P(zm)

(43)

Lemma 12: There exists a function g¢; yr — xn
such that, for all (2",y™) satisfying d(z",y") < D,
Pr(z" = g(y")) > ¢, 27 "Hawn (X)=F(Qen.D)) " where ¢, =
(n+1)" 1X1YI(x]+1),

Proof: This is an application of Lemma 5 in [28].
In particular, we set in Lemma 5 V to be X, d. to be
the Hamming distortion function, and D, to be zero. Then,
IP;(QE%,,)(X; V]Y) (as defined in [28]) satisfies:

Ips (Qunyn) (X5 VIY)
= Hg, 0 (XIY)
=Hq,.(X) = HQ,n(X) + HQ,n,n (X]Y)
< Hg,.(X) = R(Qu, D).
| |
To analyze the above scheme, fix ¢ > 0, and let Py denote

the induced joint probability on (X", K,,, M,,). Furthermore,
without loss of generality, we can assume that the decoding
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function h is a deterministic function of M,, and K. Finally,
define

Mp(z", k) = {m € M, : d(z", h(m, k)) < D},

e X"k € Kn, (44)
and A = {(z",y") € X" x Y" : d(z",y") > D}.
(45

Letting g be the concatenation of the two stages, we get
Pr(U = g(M))

=2 2.2 X °F

TnEX " uel ke, meM,
Pr(m|z", k)P(u = g(m)|z"™, m, k)

Z Z Z Z (") Py xn (u|z"™) Pk, (k)-

T EX™ ueU kEK, meMp(z™ k)
Py(mla" k) (u= g(m)|2",m, k)

> > > > > P@Pyxe(ula™) Pk, (k)

T €X" uel keK, meMp(zn, k)

x") Py xn (ulz") Pk, (k)-

Pyl k)P = K)P(g: (h(m, 1) = a")
Plga(e") = ula”)
Yo XYY PEPe (0Pl )

T"EX™ kEK, mEMp (z™,k)
27nr27n(Han (X)—R(Qgzn ’D))p*/P(xn)

=er'2™ D, 3 2. 2L PEHP()
QxeQh z"€TQ y kEK, meMp (zm,k)
Py (m|z™, k)2~ nHaox (X)_R(QX7D))/P(J;")

=cp 27y Y Y > P(a")Pk, (k)

Qx€QL z"€Tgy k€K, mEMp(am,k)
Py (ml|a™, k)2 F(Qx, D)+D(@xIIP)
= cap*27"" Z Qn(R(Qx,D)JrD(QX||P))Pf(Ac n TQX),
Qx€eQ
(46)

where (a) follows from Lemma 12, (43), and (44). Now, note
that for any @,
Pp(A%|Tg) = 1 — Pr(A[Tg)
> 1~ min{1, Py(A)/P(To)}

> 1 —min{1, 9—n(a—D(Q||P)- 121 log(n+1))}
= max{0,1 -2~ -1 log(n+1)),
Then, continuing (46), we get
Pr(U = g(M))
S LU LN
Qx el
max{0,1 — 9—n(a—D(Qx||P)— 1t log(n+1)1
(g) c’np*T"T Z onR(Qx.D).
Qx€Qn(a,—¢)
(1- 9—n(a=D(Qx||P)~ L] log(n+1)))
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®

>dpr2m Yo @D (1))
Qx€Qn(a,—€)
> (chp*/2) max expo{n(R(Qx,D)—1)}, (47)
QxEQn(a,—¢)

where (a) and (b) hold for large enough n, and ¢, =
(n +1)~¥l¢,. Finally taking the ratio of Pr(U = g(M))
and max,, Py(u), and taking the limit as n tends to infinity,
and noting that € is arbitrary, we get

R(QaD) -

L> max
Q:D(Q[|P)<a

where the inequality follows from Lemmas 10 and 11. Since
L is positive by definition,

L> ma R(Q,D) —r]*
o [Q:D(QH?S)S& @ D) =]
= ma R(Q,D) —r]*.

Q:D(QII}I(’)S@[ QD) =]

V. LEARNING MAXIMAL LEAKAGE FROM DATA

In the previous two sections, we analyzed leakage-
mitigating schemes for a simple model of the SSH
side-channel and derived the (asymptotically) optimal scheme
for the Shannon cipher system. In general, computing the
maximal leakage induced by a given scheme might become
intractable for complicated schemes. Consider, for instance,
an on-chip network with several processes sharing its memory.
Suppose one of the processes is malicious and another process
is decrypting a message using a secret key. As we mentioned
in the introduction, a side-channel exists between these two
processes because the memory access patterns of the latter
affect the memory access delays of the former. This side-
channel, however, is determined by the operation of the
memory controller which could depend on many variables,
as well as the behavior of other processes on the chip which
might be difficult to model.

For such complicated schemes, one might simulate the sys-
tem and attempt to estimate maximal leakage from data traces.
This section investigates the complexity of this task, i.e., the
number of samples needed to estimate £ (X—Y"), which we
equivalently denote by L£(Px; Py |x). To this end, an estimator
is defined as a randomized function f : (X x J)* — R, which
maps a sequence of samples drawn from a joint distribution to
an estimate of its maximal leakage. Given a desired level of
accuracy ¢ and a probability of error ¢, the sample complexity
of an estimator f is defined as:

Ss.e(|1€], [Y1) [f] = min{n :
Pxy (|L(Px; Pyix) — f(X™,Y™)| > 6) <,
for all Pxy € Pxxy},

(48)

where Pxy € Pxxy is the set of all probability distributions
on X x Y, and (X", Y™) are drawn independently from Pxvy-.
Then the sample complexity of maximal leakage is defined as:

We show that S5 .(|X'],|)|) turns out to be infinity for inter-
esting values of the parameters. Hence, the design of secure
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systems should take amenability to analysis into consideration.
That is, it is preferable to design, for instance, a memory
controller that we can study analytically, rather than one that
follows complicated ad-hoc rules that are (only) believed to
be secure.

The impossibility result is mainly due to the discontinuity
of maximal leakage in the support of X. More precisely, let 6
be a lower bound on the minimum strictly positive probability
of an element in X, and define

min
z€X:Px (x)>0
Ss.e(1X1],1V1,0) :ir}fmin{n:

Phxy = {Pxy € Prxy: Px(z) > 6}, (50)

S1Y)

Pxy (‘ﬁ(Px;PY‘X)—f(Xn,Yn)‘ > 5) < €,
for all Pxy 673;9”3,}.

Then the following lower bound holds.

Theorem 10: For ¢ = 0.1 and ¢y < 1/2 there exists ¢
such that for all 6, all |X|, all sufficiently large |)|, and all
1/1Y| < § < ¢o, we have

|V
0log ||

If & — 0, the bound diverges to infinity, which justifies
our earlier claim that Ss.(|X], |Y]) is +oo. Nevertheless, if a
lower bound 6 is known, then the following upper bound holds.

Theorem 11: For all 6 € (0,1), finite alphabets X' and )/,
d>0,and € € (0,1),

Sse(1X],1V1,0) > ¢ log? (52)

1
5.

8(log(5/¢) + |Y|log | X|)
S (1¥1,11,6) < 0((2— e 9)log(2— e %) +e0—1)
(53)

For small §, the denominator behaves as §2. If # is of
the order of 1/|X|, we get S(6,0,¢) < O(]X|(|Y|log|X| +
log(1/€))/d?).

Remark 9: In terms of the dependence on the alphabets
and 6, the upper and lower bounds are within sub-polynomial
factors of each other.

We prove the achievability result in Section V-B and the
converse result in Section V-C. Both proofs use the standard
technique of Poisson sampling, so we now clarify the connec-
tion between Poisson and fixed-length sampling.

A. Poisson Sampling

With Poisson sampling, for a given n, we first generate
N ~ Poi(n) and then generate (X, Y™) from Pxy. So we
define the Poisson sample complexity as follows:

Ss.e(1X],|Y,0) = n}f min{n : N ~ Poi(n),  (54)
Pr (|£(Px; Pyix) — (XN, YN)| > 6) <,
for all Pxy € Py}

The following lemma will be useful for our analysis. It is a
simple application of the Chernoff bound, hence its proof is
omitted.
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Lemma 13: Consider § €
N ~ Poi()).

Pr(N > (1+6)A) <exp{A(d — (1 +3)log(1+6))}, (55)

(0,1), A > 0, and let

and

Pr(N <(1-90)\) <exp{A(—d—(1—0)log(1—19))}.

(56)

Remark 10: 1t is a simple exercise to check that the expo-
nents are negative for all 6 € (0, 1).

Remark 11: We will later slightly abuse notation and
rewrite Pr(N > z) where N ~ Poi(\) as Pr(Poi()) > z).

We now show that fixed-length sampling and Poisson sam-
pling are equivalent, up to constant factors.

Lemma 14: Fix € € (0,1), § > 0, and 6 € (0,1). Suppose
there exists f such that, given ny > log(5/¢€)/log(4/e) and
N ~ Poi(ny),

Pr (|L(Px; Pyix) — (XN, YN)] > 6) < —
Then
Ss.c (1], 1Y],60) < 2n,. (57)

On the other hand, if there exists ny > log(1/€)/log(e/2)
such that, for all estimators f,

Pr (|L(Px; Pyix) — f(XN,YN)] > 6) > 2,
where N ~ Poi(ns), then

Ss.c(1X],1,6) > % (58)

Proof: Consider an optimal fixed-length estimator with
2n, samples. Then, a Poi(n;) estimator can outperform it only
if N > 2n,. However, by Lemma 13,

Pr(Poi(n;) > 2 ny) < e ™(2los2=1) < /5

Conversely, consider an optimal fixed-length estimator ng /2
samples. Then, it can outperform a Poi(ng) estimator only if
N < ny/2. However, by Lemma 13,

Pr(Poi(ng) < ng/2) < e M2 H108(1/2) < ¢

B. Proof of Theorem 11
Let
M (Px; Py|x) := exp{L(Px; Py|x)}

—Z max Py x(ylz).
yELVPX(x)>0

(59)

It is straightforward to verify that a (1 — e~?)-multiplicative
estimator for M (Px; Py|x) translates to a J-additive esti-
mator for L(Px;Py|x), where a - multiplicative estima-
tor means that |M — M| < éM. Therefore, in the
remainder, we will analyze multiplicative estimators of M.
Now, consider n € N and let N ~ Poi(n). Let
(X1,Y7),(X2,Y2),...,(XnN,Yn) be N independent samples
drawn from a distribution Pxy. For each z € X and
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y € Y, let N, denote the number of times = appears, IV,
the number of times y appears, and N, ,, the number of times
(z,y) appears in the sequence. Then, N, ~ Poi(nPx(x)),
Ny ~ Poi(nPy (y)), and N, , ~ Poi(nPxy(z,y)). Now, let
0’ = /4. The estimator works as follows:
1) For each x € X with N, > 0, generate a random
variable N, ~ Poi(n¢'). If N, =0, set N, =0.
2) For each z € X with N, > 0, keep only the first N,
samples containing x and disregard the rest.
a) If there are not enough samples for some z
(i.e., N > N,), then let M = 1.
b) Otherwise, let

N,
M = max —=¥
zeXxX nb’
yey

(60)

where Nx,y is the number of times (x,y) appears

in the truncated sequence.
To analyze the above estimator, we first consider a slightly
modified setting. In particular, suppose the estimator has
access to an infinite sequence (X7,Y7),(X2,Y2),... Then,
N, = +oco with probability 1 for each z € supp(X).
In this case, for each (x,y) with Px(z) > 0, Ny, ~
Poi(n0' Py x(y|z)). For each y € Y, let z(y) €
argmax,. p, z)>0 Py|x (ylz). Let 6 =1—¢% and consider
the following:

Pr (M— M < —SM)

=Pr yzg;;%a%(Nx7y/n9’ <(1—=0)M

=Pr yze;;%agﬁay <(1- 3)Mn9/

<Pr| > Ny, < (1-0)Mno'
yey

@ py (Poi (6’ M) < (1 — S)Mne')

(2 exp {Mn@' (—5 —(1—4)log(1 — 8))}

(g exp {n@’ (—5 —(1—=4)log(1 — 5))} , (61)

where (a) follows from the fact that ]\7x7y’s are independent
Poi (nd' Py x (y|z(y))), (b) follows from Lemma 13, and
(c) follows from the fact that M > 1. Now consider the
probability that M exceeds M by a factor of at least SM:

Pr(M—MZSM)

= N > 5 /
Pr yze;%aj(dvz’y > (1+96)Mnb

=Pr U

(1,5 p ) EXIV

Z Nzy,y

yey

(14 6)Mno'
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=Pr U

(z1,zpy)€X IV

Poi | n¢’ Z Py x (ylzy)
yey

> (1+ S)Mn9’>>
(a) .
< |x|¥lpr (Poi(ne)’M) > (1+ 6)Mn9’)
®) . . )
< X exp {Mne' (5 — (1+6)log(1 + 5))}

(2 | |P exp {n@’ (5— (1+(§)log(1+(§))}, (62)

where (a) follows from Lemma 15 below and the fact that
for any (z1,...,xy)) € XV, 3 Pyix(ylz,) < M, (b)
follows from Lemma 13, and (c) follows from the fact that
M >1.

Lemma 15: Consider \; > 0, Ao > 0 such that A\ > Ao,
and let Ny ~ Poi(A1), and Na ~ Poi(A2). Then, for all k,

Pr(N; > k) > Pr(N2 > k).

The proof follows from a simple coupling argument and is
omitted. Now let

«_ _ log(5/€) + |Y|log|X|

n’ = - = —. (63)
o ((1 +6)log(1 +6) — 5)
For such a choice, we get by (61) and (62),
Pr (|M ~ M| > SM) < 2¢/5. (64)

Remark 12: For all § € (0,1), § + (1 — §)log(1 — &) >
(14 6)log(1 +6) — 6.
Note that the Poisson estimator behaves identically to the
infinite-sequence estimator unless there exists = € supp(X)
for which N, = 0 or N, > N,. Therefore, we need to
compute the probability of that event.

Pr (there exists x € supp(X) : N, > Nx)

< > Pr(N,>N,)
z€supp(X)

< ). Pr(Poi(n*¢’) > Poi(n*Px(z)))
z€supp(X)

(a) 2

< Z exp {— (\/n*PX(x) - \/n*@’) }
z€supp(X)

(b 2

< Z exp {— (\/ 4n*0’ — \/71*9’) }
zEsupp(X)

< |Xle ™"

(¢)

< ¢/5, (65)

where (a) follows from the Chernoff bound, (b) follows from
the fact that for all 2 € supp(X), Px(z) > 6 = 46, and
(c) follows from the fact that (1 + 0)log(1 +9) — 0 < 2log
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2—1<1foré € (0,1). Similarly,
Pr (there exists 2 € supp(X) : N, =0)

< Y Pr(N,=0)

z€supp(X)
z€supp(X)
S |X|efn*01

<e/5. (66)

It follows from equations (63), (64), (65), (66), and Lemma 14
that
log(5/¢) +|Y|log | X|

Sse(|1X],11,0) <2 . -
o ((1 +6)log(1 +8) — 5)

Remark 13: One
log(5/€)/ log(4/€).
Plugging in d = 1 — e~® and 0’ = 0/4 yields Theorem 11.

Remark 14: The proof shows that the risk of overestimat-
ing leakage is what controls the sample complexity of the
estimator. If one is merely interested in ensuring that the
estimator does not underestimate the true leakage, which is
often the case in practice, then from (61) and (65) the sample
complexity is

can readily verify that n* >

8(log(5/¢€) + log | X|)
0((2—ed)log(2—e ) +e0—1)

C. Proof of Theorem 10

Let || = k. We will derive a lower-bound on complexity
by considering a subproblem, i.e., we will restrict our attention
to a subset of ngxy (cf. (50)). In particular, consider Pxy €
Py that satisfy Px(z1) =6 € (0,1) and Py |y that have
the following form:

p1 p2 - Pk
1/k 1/k 1/k

Pyix =1 . : . (67)
1/k 1/k 1/k

where py = (p1,p2, - ,pr) is some distribution over ).
Now, for any distribution py over ), define

1
h(py) = log Z maX{E, py} (68)
yeY
Therefore,
L(Px; Pyx) = h(Py|x(-|z1)). (69)

Hence, estimating maximal leakage for this subproblem is the
same as estimating a property of Py x (-|z1). Let

St(Y]) = ir}fmin{n : N ~ Poi(n),
Pr (|h(Py) — f(YN)| > 6) <e, forall Py € Py}, (70)

where Py is the set of all probability distributions on ), and
Y™ is drawn independently according to Py-. Since sampling
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Poi(n) from Pxy gives Poi(nf) samples from Py x(-|x1),
we get

Ss.c(1X],131,0)) > S§.(1¥])/96. (71)
It remains to show that
~ 1
h > . 2
S5 (k) >c ogk log 5 (72)

We shall show this by relating the problem of estimating h(py )
to the problem of estimating the support size of py . Consider
any distribution py with the property that

py (y) > 1/k for all y such that py (y) > 0.  (73)
Then we have
1
h(py) — Z
=5 L)
yey
1
= Z E + Z PY(Z/)
y:py (y)=0 yipy (y)=1/k
_ k= lsuppv)l
k
_9_ ISupr;f(py)l. (74)

Choose « such that

0
<1 14+ —
ozé_og(—l-m)

for all 0 < § < 1/2 and let f(-) be an estimator such that
Pr(|h(py) = F(YY)] > ad) < ¢

where N is Poisson with mean 6n and Y is i.i.d. Py . Then
we have

Pr (o) = £ > log(1 4 1)) <

which, since
) ) )
log (1 + 1—0> = min [1og (1 + 1—0> ,— log (1 — 1—())]
implies that
~ )
Pr <|1 _ eh,(pY)—f(YN)| > 1_0> < e (75)

Since h(-) < 2, we may assume that f(-) < 2, in which case
the previous inequality implies

Pr(|1 — ") FO 5 5Oy < (76)
which, by defining
JON) = (2= /) g,
substituting (74), and rearranging, gives
Pr (‘|SUPp(pY)| - f(Yﬁ)‘ > 6k) <e (77)

Thus f(-) estimates the support of py with accuracy 6k with
probability at least ¢ for all py satisfying (73). It then follows
from, e.g., Wu and Yang [62, Theorem 2] (where the role of
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€ and J are reversed) that there exists a constant ¢ such that
for all k£ and all § such that % <d<co

> log” .
en_clogk og 5

VI. GUESSING FRAMEWORK TO INTERPRET
LEAKAGE METRICS

Finally, we use the guessing framework to provide oper-
ational definitions for commonly used information leakage
metrics. The new operational definitions clarify in which cases
each metric should be used.

In particular, we show that Shannon capacity is suitable
for covert channel analysis rather than side-channel analysis.
Local differential privacy emerges when the system designer
is extremely risk averse (i.e., the probability that U is revealed
should be small for every possible realization y, regardless of
the probability of the latter event). The analysis will naturally
lead us to define an information metric that is intermediate
between maximal leakage and local differential privacy, which
we call maximal realizable leakage (cf. Section VI-B).

On the other hand, maximal correlation captures the mul-
tiplicative decrease, upon observing Y, of the variance of
functions of X. Hence it is more suitable for estimation
problems, rather than guessing problems. This also naturally
leads to a cost-based notion of leakage, which considers
reductions in costs and is investigated in Section VI-E.

A. Shannon Capacity

Shannon justifies the choice of mutual information by
arguing that “From the point of view of the cryptanalyst
[i.e., the adversary], a secrecy system is almost identical
with a noisy communication system” [3]. This argument
is not persuasive, however, because a noisy communication
system (the rate of which is governed by mutual information)
relies on coding, of which there is generally none in the
side-channel setting. One could argue that Shannon is simply
taking a “pessimistic” view by upper-bounding leakage by
assuming that the transmitter is a cooperative participant and
thus willing to code. This reasoning is erroneous, however;
Shannon capacity is generally lower than maximal leakage.
The reason is that Shanon capacity is concerned with (the
size of) message sets that can be reliably reconstructed at
the receiver, whereas leakage does not impose any reliability
constraint. This inspires the following definition.

Definition 7 (Recoverable Leakage): Given ¢ > (0 and a
conditional distribution Py x with finite alphabets X" and ),
the recoverable leakage from X to Y is defined as

Pr(U=U(Y))

ﬁec X—=Y)= sup log
( ) (UX)U—X—-Y max,, Py (u)

Pr(U=U(Y))>1—¢

» (78)

where the support of U is finite but of arbitrary size, and U (Y)
is the MAP estimator.
Theorem I12: For any conditional distribution Py x with
finite alphabets X and ) and any 0 < € < 1,
1
lim ~£8(X"=Y™) = C(Py x) =: C.

n—oo N

(79)

Authorized licensed use limited to: Cornell University Library. Downloaded on June 24,2020 at 00:29:33 UTC from IEEE Xplore. Restrictions apply.



1646

where Pynixn = II7_; Py, x,, and C'(Py|x) is the capacity
of the channel Py |x.

Shannon capacity is a suitable metric for covert chan-
nel analysis, in which there are two adversaries attempting
to (covertly) communicate through Py x. That is, they are
indeed concerned with sending and reconstructing messages
reliably. To compare with maximal leakage, suppose X has
full support. Then,

LX—Y) 2 lim Lz (xnoym

n—oo 1M
1 Pr(U=UY"
® fm = sup log —r(U uar))
n—=eo T (U, X™): maxXy,, PU(’U,)
U-X"-Y"
> lim — sup o Pr(U=0U{"))
n—oo N (U x™: max,, Py (u)
U—X"—Y"
Pr(U=U(Y"))>1—¢
= C(PY\X)v

where (a) follows from the additivity of maximal leakage,
and (b) follows from the fact that £(X—Y) depends on
Px only through its support. One can readily verify that the
inequality can be strict.

Example 12: Consider X ~ Ber(p), p € (0,1/2). If YV
is the output of a BEC(e) (e € (0,1)) with input X, then
L(X—=Y)=log(2—¢) > (1—-¢)log2=C(Pyx).

Proof: To show that the left-hand side upper-bounds the
right-hand side, consider

Pr(U=U(Y"))

C n n
X"=Y") = 1
L (X"=YT) sup 8 s P (1)

(UX™):U—-X"—Y"
Pr(U=U(Y™))>1—¢
> sup log [U|+1og(1 —€). (80)
(UX"):U-X"=Y™
Pr(U=U(Y"))>1—¢
U ~uniform
Note that the right-hand side of the above equation is exactly
the channel coding setup: U is the uniform message, Px» |y is
the (stochastic) encoding map, Py |x is the memoryless chan-
nel, and ¢ is the allowed average probability of decoding error.
Therefore, for any § > 0, any U with || < 2"(C~9) is feasible
for large enough n, yielding the lower bound.
For the reverse direction, fix 0 < v < 1 — e. For each n,

let U,,, X™, and Un() achieve the supremum in

1. Pr(U=U1")
sup —log ——=
(U7X7L):U_X’!L_Y’!Ln

Pr(U=U(Y"))>1—¢

max,, Py (u)

to within ~y. The problem of sending U, over the channel
X™ — Y™ can be viewed as one of joint source-channel
coding. By [63, Lemma 3.8.2] (which explicitly allows for
stochastic encoding),

1 Pynjxn (Y X™) 1
>Pr|—log—/———— <-1
c=rr (n °8 Py (Y™) = n 08

—e M

Pynjxn (Y"X")

<C+2
Boym — TYSCTn

1
> Pr (— log
n
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1 1
—log=———>C+2 > —e "
n % Py, () !
1, Pynxa(Y"X")
>Pr|—log————= <
> Pr (n 08 —p ) <C+y

1 1
—Pr|—log——— < (C+2 >—e”".
<n & P, (Un) 7

Now the discrete memoryless channel Py xn» satisfies
the “strong converse property” [64, Theorem 5.8.5], which
implies [63, Corollary 3.5.1]

. L Pyajxa(Y"|X")
lim Pr{—log—————= < =1.
nirgo r (n 0g PY" (Yn) — C + v
Thus for all sufficiently large n, we have
1 1
Pr{—log——<(C+2 )>1— —€e>0.
(n Py, (Un) 7 7
It follows that, for such n,
1 1
in — log ———— 2
min ~ log Po ) <C+2y
and so
1
—LE (XY™
n A
1 P =Uy»
L s Ly PrW=007)
(UX™):U-X"—y"N max, Py (u)
Pr(U=U(Y"))>1—¢
1. Pr(U,=U,(Y"
L PrUa=0.0m)
n max,, Py, (u)
< L 1 ! +
=% max,, Py, (u) 7
<C+3y.

Taking n — oo and then v — 0 yields the upper bound. M

B. Maximal Realizable Leakage

We now consider a variation of the definition of maximal
leakage, which captures a different scenario of interest. It will
be also useful for interpreting local differential privacy in
the guessing framework (cf. Section VI-C). In particular,
maximal leakage considers the average guessing performance
of the adversary, Pr(U = U(Y)), for each U satisfying
U — X — Y since our threat model “tolerates” realizations
y of Y that lead to a high probability of correct guessing
if the corresponding probabilities Py (y)’s are very small.
For scenarios in which such small probability events are still
unacceptable, we need to consider the maximum instead of
the average performance. This is the case, for example, when
U represents an individual’s medical data or when we do not
expect leakage to be concentrated around Y (e.g., Y is a public
database as opposed to a running stochastic process). This
leads to the following definition.

Definition 8 (Maximal Realizable Leakage): Given a joint
distribution Pxy on finite alphabets X and ), the maximal
realizable leakage from X to Y is defined as

LN(X=Y) = (81)
sup log MaXyesupp(y) Maxuey Puy (uly)
U:U-X-Y maxyey Pu(u) ’

where the support U is finite but of arbitrary size.
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Theorem 13: For any joint distribution Pxy on finite
alphabets X and ), the maximal realizable leakage from
X to Y is given by the Rényi Divergence of order infinity,
Doo(PXYHPX X Py) That is,

Py x (y|r)

L (X—Y) = (82)

max log

(z.9)EX XY Py (y)
ny(ac,y)>0

= Doo(PXYHPX X Py)

In contrast, £(X—Y) = Io(X;Y) = infg, Doo(Pxv]]
Px X Qy). Consequently, L" (X—Y") depends on Px (as
opposed to £ (X—Y) which only depends on the support) and
is symmetric in X and Y. Note that it is equal to the maximum
information rate, which is the random variable the expectation
of which is mutual information. It follows straightforwardly
from the definitions that L (X—Y") > £ (X—Y"). Moreover,
L7 (X—=Y) cannot be bounded in terms of |X| and |Y|:
consider the BEC example (Example 12) where X ~ Ber(p)
(p € (0,1/2)) and Y is the output of a BEC(e) (¢ € (0,1))
with input X, then £” (X—Y') = log(1/p) 220, .

Furthermore, £" (X—Y") exhibits desirable properties of a
leakage metric: it satisfies the data processing inequality, it is
zero if and only X and Y are independent, and it is additive
over independent pairs {(X;, Y;)}. These properties are known
for Rényi divergence of order oo [65].

Remark 15: The fact that using the max in (81) and the
average in (1) both lead to quantities with desirable prop-
erties suggests that we could also consider weighted aver-
ages, i.e., replace the numerator by (3_, Py (y) maxy Py
(uly))'/«, for some a > 0. See also [66].

Proof: That L" (X—Y) < Do (Pxv||Px x Py) follows
directly from Proposition 5. For the reverse direction, we again
consider the shattering Py x (cf. equation (13)). It is a simple
exercise to check that this choice yields the desired lower
bound. ]

C. Local Differential Privacy

Differential privacy [67] is a widely adopted metric in
the database security literature. Roughly speaking, it requires
that, for any two neighboring databases, the probabilities of
any given output do not differ significantly. Local differential
privacy [35] adapts that notion to the setting of a given
conditional distribution Py |x. It is defined as:

Py x (y|v)
L?P(X—Y) = max log —=—""~. (83)
( ) vey Py x (yla')

Local differential privacy is known to be pessimistic [35].
It is indeed very strict: for the BEC example (Example 12)
where X ~ Ber(p) (p € (0,1/2)) and Y is the output
of a BEC(¢) (¢ € (0,1)) with input X, L¥?(X —Y) =
oo. Interestingly, we also noted in the previous section that
lim,_0 L7 (X—=Y) = 0.

So what operational problem is local differential privacy
solving? Similarly to maximal realizable leakage, local dif-
ferential privacy is concerned with worst-case analysis over
the realizations of Y. Moreover, being a function of Py‘ X
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it is robust against the worst-case distribution Px. Hence,
differential privacy is suitable for database security problems
in which we do not tolerate low risk, and we do not make any
assumptions about the distribution generating the data. This
yields the following definition.

Definition 9: Given a conditional distribution Py|x from
X to ), where X and ) are finite alphabets, let

maxymax,, P U
£dp(X—>Y) =sup sup log Y w Py (uly)
Px U:U-X-Y
=sup L (X—=Y).
Px

max,, Py (u)
(84)

Theorem I4: For any conditional distribution Py |x from
X to ), where X and ) are finite alphabets,
LP(X=Y) = LP(X=Y). (85)
Clearly, L?(X —Y) > L' (X—=Y) > L(X—Y). The-
orems 13 and 14 imply that L¥?(X —Y) = L7(X—=Y)
if and only if X and Y are independent. Thus, £ (X —
Y) = £(X—=Y) if and only if X and Y are independent.
Moreover, an interesting implication of (84) is that one could
incorporate information about the marginal Px by restricting
the optimization set of the sup.
Proof: By Theorem 13, we can rewrite (84) as

Py x(y|x)

L?P(X—Y)=sup max lo
( ) & Py (y)

Px (z,y)€XxY
Pxvy (;c,y)>0

The upper bound thus follows from the fact that Py (y) >
min, Py x (y|z). For the lower bound, consider the following.
Let y* be an element achieving the max in (83). Let zyp €
argmin, Py|x (y*|z) and z; € argmax, Py |x(y*|z). Finally,
for a given a > 0, let Px(z9) = 1 — o and Px(x1) = a.
Then

max, Py|x (y*[z)

LP(X-Y) > log

Py (y*)
(1= a) Py x (y*|xo) + Py x (y*|z1)
. P *
00, 1og PXWI) _ pap vy,
Py x (y*|zo)

|
It is worth noting that Dwork et al. [55] provide an operational
definition closely related to the above definition. In particular,
a simple modification of their result yields that

L¥P(X—=Y) = sup

Px
Pr(f(X)=1]Y = y)) ‘
P T k’g( Pr(f(X)=1) '
yey

Alternatively, Kairouz et al. [56] give an operational definition
of (e,d)-differential privacy in the framework of hypothesis
testing. They show that it determines the trade-off between
the probabilities of false alarm and missed detection.
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D. Maximal Correlation
Given a joint distribution Pxy, the Hirschfeld-Gebelein-

Rényi maximal correlation [50], [68], [69] p,(X;Y) is
defined as

pm(X;Y) = sup  E[f(X)g(Y)] (86)

f.g:
E[f]=E[g]=0
E[f*]=E[¢’]=1

Calmon et al. showed that, when the alphabet X is finite,

sup <sup Pr(f(X) = f(Y)) — max Pf(k)>

N,f:X—[N] \ 7)) kE[N]
< pm(X; Y),
where the supremum is over deterministic functions

[38, Theorem 9]. However, as we saw in the introduction,
the left-hand side can be zero even when X and Y are
dependent. We posit that maximal correlation is more precisely
capturing the change in variance. That is, we define variance
leakage as follows.

Definition 10 (Variance Leakage): Given a joint distribu-
tion Pxy on alphabets X and ), the variance leakage from
X to Y is defined as

var(U)
LY (X=Y) = 1 . 87
==, 02 e wm—spyyy ¢
var(U)>0

Lemma 16: For any joint distribution Pxy on alphabets
X and ), the variance leakage from X to Y is given by

LY(X=Y) = —log(1 — p2,(X;Y)), (88)
where p,,,(X;Y) is the maximal correlation.

As such, maximal correlation is capturing the multiplicative
decrease in variance. If the U of interest is discrete, which
is often the case in practice (e.g., U is a password, a social
security number, etc.), the probability of correct guessing is
arguably the more relevant quantity. This holds true even in the
case of location privacy, in which (as we saw earlier) typical
functions of interest, such as work/home addresses or political
affiliations, are discrete.

Proof: The proof is a simple rewriting of Rényi’s equiva-
lent characterization, taking into account randomized functions
of X. We include it here for completeness. Without loss of
generality, we can restrict the optimization in (87) to U’s that
satisfy E[U] = 0, and E[U?] = 1. So, we rewrite

1

LY(X=Y) = 1
K== 2%, BB —EEUT
E[U]=0, E[U?%]=1
= sup —log (1-E [E[U|Y]?]). (89)
U:U-X-Y

E[U]=0, E[U?%]=1

Also, we can rewrite maximal correlation using Rényi’s equiv-
alent characterization [50]:

pm(X; Y) = sup V E [E[f(X)|Y]2] 90
FE[f(X)]=0
E[f*(X)]=1
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Now note that

P (X5Y) = sup E [E[f(X)[Y]?]
f: B[f]=0, E[f?]=1
(a)
< sup E [E[U|Y]?]
U.U-X-Y
E[U]=0, E[U?)=1
< sup sup  E [E[p(U)[Y]?]
U:U-X-Y  h: E[h(U)]=0,
E[U]=0, E[U*]=1 E[r*U)]=1
= sup  p(U3Y)
U.U-X-Y

E[U]=0, E[U?)=1

® 2 .
< pn(X5Y), oD

where (b) follows from the fact that maximal correlation obeys
the data processing inequality, which can be shown using
standard properties of conditional expectation. Therefore (a)
is in fact an equality. Plugging it in (89) yields our desired
result. [ ]

Definition 10, with the restriction that U = X, has also
been recently investigated by Asoodeh et al. [70]. Note that it
can be rewritten as

inf, E[(U — u)?]
& inf o) BI(U — u(Y )]’

LY(X—=Y)= sup lo (92)

UU-X-Y
var(U)>0
Hence, £?(X—Y") measures the reduction in cost incurred by
the adversary, where cost is measured by the mean squared
error. In the next section, we consider a natural extension in
which we do not assume the cost function is known a priori.

E. Maximal Cost Leakage

In this section, we introduce a leakage metric that is dual
to maximal leakage. Whereas maximal leakage considers the
maximum gain that the adversary achieves, we could alterna-
tively consider the maximum reduction in cost they incur.

Definition 11 (Maximal Cost Leakage): Given a joint dis-
tribution Pxy on alphabets X and ), the maximal cost
leakage from X to Y is defined as

-

infﬁelg E[d(U,4)]
sup log - -
U:U-X-Y 1Hfa(~) E[d(U,u(Y))]
U, d&UXU—R,

L (X—Y) = , (93)

where U takes value in a finite (but arbitrary) alphabet, and
8 =1 by convention.

It is important to note that the gain-based approach is
more operationally meaningful (for side-channel analysis) than
the cost-based approach. To illustrate this, suppose d is the

Hamming distortion and consider

1 — maxyey Pu(u)

sup log (94)

vu-x-y 1 =supyy Pr(U =14a(Y))
Recall that, in the definition of maximal leakage, we con-
sidered the ratio of the guessing probabilities (as opposed
to the difference) because we are typically interested in
functions that are hard to guess (e.g., passwords). However,
the quantity in (94) is much more sensitive to changes
for functions that are easy to guess: suppose for some U,
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max, Py(u) = 1 — 1079 and sup,, Pr(U = a(Y)) = 1,
then the ratio in (94) is oco. On the other hand, if max,
Py(u) = 1079 and supgy Pr(U = a(Y)) = 1073,
the ratio is only ~ 1.001 despite the significant change.
More generally, it is more intuitive to associate a gain to the
adversary if they compromise the system, rather than a cost
if they fail to do so® (an adversary does not “lose” if the
system is not compromised). Even in the rate-distortion-based
approach to information leakage, the more robust metric is the
probability that the adversary incurs a small distortion [28]
rather than (say) the expected value of the distortion. That is,
the probability-metric falls under the gain approach (similar to
maximal locational leakage (cf. Definition 3) or maximal gain
leakage (cf. Definition 5)), albeit the gain is defined indirectly
through a distortion function.

Nevertheless, maximal cost leakage admits a simple form
for discrete X and Y, given in the following theorem.

Theorem 15: For any joint distribution Pxy on finite alpha-
bets X and ), the maximal cost leakage from X to Y is
given by

. - .
LO(X=Y)=—log ) min Pyix(yl).
yeyY Px (z)>0

95)

It is worth noting that £¢(X—Y), similarly to maximal
leakage, depends on Pxy only through Py x and the support
of Px. Moreover, a relation analogous to (2) holds for
L (X-=Y):

ﬁc (X—>Y) = glf Doo(PX X QyHny). (96)
Y
The proofs for Theorem 15 and the above relation are given
in Appendices D-A and D-B, respectively. The following
corollary, the proof of which is given in Appendix D-C,
summarizes useful properties of £¢ (X—Y).

Corollary 5: For any joint distribution Pxy on finite alpha-
bets X and ),

1) (Data Processing Inequality) If the Markov chain X —
Y — Z holds for a discrete random variable Z, then
LE(X—Z) <min{L®(X=Y), L (Y—=2)}.

2) L9(X—Y)=0iff X and Y are independent.

3) (Additivity) If {(X;,Y;)}¢_, are mutually independent,
then

¢
Lo (X{=Y) = L°(Xi—Y).
i=1

4) For any non-trivial deterministic law Py |x (i.e.,
(y) > 0}] > 1), L(X—Y) = +ov.
5) (X—=Y) is not symmetric in X and Y.
6) L¢(X—Y) < L?P(X—Y).
7) L (X—=Y) is convex in Py |x for fixed Px.
Thus maximal cost leakage satisfies axiomatic properties of

a leakage measure. However, it cannot be bounded in terms
of |X| and |Y|. Indeed, even if X is a single bit, X ~ Ber(p)

{y
Py
EC

2The cost and gain approaches may be equivalent if we are interested in the
difference between the incurred cost (or achieved gain) when Y is observed
versus when no observations are made. This is not the case, however, if we
are considering the ratio instead of the difference.
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for p € (0,1), L (X—X) = +oo. We evaluate L° (X—Y)
for some other examples.

Example 13: If X ~ Ber(q), 0 < ¢ < 1, and Y is the
output of a BSC with input X and parameter p, 0 < p < 1/2,
then £¢(X—Y) = —log(2p).

Example 14: If X ~ Ber(q), 0 < ¢ < 1, and Y is the
output of a BEC with input X and parameter ¢, 0 < € < 1,
then £°(X—Y) = —log(e), and L(Y—X) = +o0.

Remark 16: One can note that in each of the examples
above, L°(X—Y) > L(X—Y). This is always true when

|X] = |Y| = 2, but it is not necessarily true in gen-

eral. As a counter example, say X has full support and
0.2 0.5 0.3

Pyix = (0.3 0.4 0.3|. Then exp{L(X—Y)} = 1.2 and
0.2 04 0.4

exp{L¢(X—Y)}=1/09=1.1.

1) Comparison With Maximal Correlation: Definition 11
restricted U to be discrete, but the proof of the upper bound
in Theorem 15 does not need this assumption. That is, if we
take the supremum over all real-valued U’s, the theorem still
holds. Comparing with (92), we get L¢ (X—Y) > LY(X—=Y).
We can rewrite this inequality as follows.

Corollary 6: For any joint distribution Pxy on finite alpha-
bets X and ),

pm(X5Y) < V/1—e £(X=Y),

Consequently, for a fixed conditional distribution Py |y,

o7)

sups*(X;Y)<1-— Z min Py x (y|z),
Px reEX
yeY
where s*(X;Y) := supp.y_x_v ﬁg;;
processing coefficient.

Note that inequality (97) is tight in the extremal cases, i.e., if
X and Y are independent, if Y is a deterministic function
of X, or if X is a deterministic function of Y (it can be
readily verified in this case that ) min, Py x(y[z) = 0,
unless X or Y is determinstic). The second inequality fol-
lows from the fact that supp_ s*(X;Y) = supp, p2,(X;Y)
[71, Theorem 8].

2) Maximal Realizable Cost: Similarly to the modification
of maximal leakage to maximal realizable leakage, we could
consider the minimum cost incurred at the adversary, instead of
the average cost. We show next that this yields the maximum
of the negative of the information rate. Maximizing it over the
input distribution also yields local differential privacy.

Definition 12 (Maximal Realizable Cost): Given a joint
distribution Pxy on alphabets X and ), the maximal
realizable cost from X to Y is defined as

is the strong data

Lr(X—Y) = (98)
inf, _; Eld(U, 3)]
sup log — - = ;
U:U-X-Y Minyesupp(y) gy E[dU, 4)[Y = y]

U, dUxU—Ry

where U is a finite alphabet, and % = 1 by convention.
Theorem 16: For any joint distribution Pxy on finite
alphabets X and ), the maximal realizable cost from X
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to Y is given by the Rényi divergence of order infinity,
Doo(PX X Py”ny). That is,

Py (y)
T Pyix(ylo)
Px (z)Py (y)>0 yix(y

= Doo(PX X Py||ny).

Lr¢(X—Y) = log (99)

Similarly to maximal realizable leakage, £"¢(X—Y") depends
on Px not only through its support. They are also analogous
in that the former is equal to Do, (Pxy||Px X Py) and the
latter is equal to Doo(Px X Py||Pxy).

Corollary 7: For any conditional distribution Py|x from
X to ), where X and ) are finite alphabets,

max Lr(X—=Y) = L¥?P(X=Y). (100)
X

A consequence of Theorem 14 and Corollary 7 is that local dif-
ferential privacy is concerned with both worst-case reductions
in costs incurred and worst-case increases in gains achieved
at the adversary. The proofs of Theorem 16 and Corollary 7
are given in Appendices D-D and D-E, respectively.

VII. DISCUSSION

It is worth noting that Sibson’s mutual information of infi-
nite order (2) has appeared in the data compression literature as
the Shtarkov sum [72], which evaluates the worst-case regret.
More recently, it has also been used as a complexity measure
in the study of communication complexity [73].

If X is binary and not deterministic and ¥ = X, then
the maximal leakage from X to Y is one bit. Thus if
X represents, say, whether Alice has a stigmatized disease,
and Alice reveals this information to Bob, maximal leakage
would declare that only one bit has been leaked to him.
Maximal leakage would likewise declare that one bit has been
leaked if Alice revealed the first bit of her phone number
or whether she was born on an even- or odd-numbered day.
Thus maximal leakage fails to capture the gravity of revealing
highly-confidential quantities if those quantities can only take
a few possible values. The reason is simply that maximal
leakage measures the extent to which randomized functions
of X that are difficult to guess a priori become easy to guess
after observing Y. Any binary-valued function can be guessed
a priori with probability at least 1/2. Therefore the increase
in the guessing probability upon observing Y cannot be large.
According to maximal leakage, revealing whether Alice has
a particular disease is not a concern because Bob already
has a reasonably high probability of guessing correctly even
without any information from Alice. Thus maximal leakage
is an appropriate metric when the goal is to prevent Bob
from guessing quantities, such as passwords or keys, that are
a priori hard to guess. Other metrics, such as differential
privacy (83) are more appropriate in the above scenario in
which revealing a single bit represents a significant breach.

Following the publication of an early version of this work,
maximal leakage was used as a privacy metric in the context
of hypothesis testing [74], and in a more general setup of
privacy-utility trade-offs [75]. Variations on the definition of
maximal leakage that yield Sibson mutual information of finite
orders have also been considered [66].
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APPENDIX A
PROOFS FOR SECTION II

A. Proof of Lemma 1

1) Consider any discrete U satisfying U — X —Y and define
GU;Y) = supp.y_y_g log Pr(U=U) Clearly if

maxy ey Pu(u)
U—-X-Y —Z holds, then G(U; Z) < G(U;Y). So if
X —Y — Z holds,

L(X—Z)= sup

U.U-X—-Z2

GU; %)

= sup GWU;2Z)
UU—-X-Y—Z

< sup
U:U—-X-Y—Z

= L£(X-Y),

GU;Y)

Similarly,

L(X—Z)= sup

UU-X—-Z

GU; %)

= sup
UU-X-Y-Z

GU; Z)

GWU;Z)

< sup
U.U-Y—-Z

=L(Y—-2Z).
2) If Y is discrete, then for any discrete U

sup
U.U-X-Y-U

= Z max Puy (u,y)

5>

y€supp(Y)
= |supp(Y)| max Py (u).
ueU

Pr(U =U)

Hence for any U satisfying U — X — Y,
GUY) <  log|supp(Y)| and subsequently
L (X—Y) < log|supp(Y)].

3) If X is discrete, then £(X—Y) < L(X—X) <
log |[supp(X)|, where the first inequality follows from
1) and the second from 2).

4) If X and Y are independent, then any U satisfying U —
X —Y is independent from Y. Hence G(U;Y) = 0 for
all U, which implies £ (X—Y") = 0. The non-negativity
is obvious.

B. Proof of Corollary 1

HIf £L(X=Y) = 0, then Zyeymaxm@upp(x)
Pyx(ylz) = 1. Hence, > oy maX;csupp(x) Pyix
(y|$) = ZyeyPY(y)' Since maXyesupp(X) PY\X
(ylx) > Py(y) for every y € Y, it follows that
MaXgzesupp(X) PY|X(y|x) = PY(y) for all Yy € V.
Therefore, X and Y are independent. The reverse direc-
tion follows from Lemma 1.

2) The additivity property is
(X;Y) [32], [33].

known for I
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3) Since
ZmaxPy‘X (ylz) < Z ZPY\X (ylz) =[x,
yey yeYxeX

equality holds if and only if for all y € ),
maxgex Pyx(ylz) = X cx Pyix(ylz). This condi-
tion holds if and only if for all y € ), there exists a
unique x,, such that Py | x (y|z,) > 0. Finally, the latter
condition holds if and only if for all y € ), there exists
xy such that Pxy (zyly) = 1.

4) The equality is straightforward to verify.

5) The asymmetry is illustrated in Example 5.

6) Convexity in Py |x follows from the fact that for each
y € Y, max, Py|x(y|r) is convex in Py |x.

7) Concavity in Px follows from the fact that for any
A € (0,1) and any two distributions P; and P, on X,
supp(APy + (1 = A)P2) = supp(P1) U supp(F2).

C. Proof of Lemma 2

Consider the following chain of inequalities.

Py x(y|z)
I(X:Y) = Z Pxy (z,y) log]‘gi()
rzeX ,yey vy
Py x (y|z)
= Z Pxy (z,y)log %
rzeX yey: vy
ny(x,y)>0
@ Py x(y|z)
< log Z Pxy (, Q)%
TEX yEY: vy
Pxy (z,y)>0
= log Z Pxy (z]y) Py x (y|z)
rzeX ,yey:
ny(l',y)>0
(b)
< log Z Py |y (z]y) nax Py x(yl2')
cX,ycy:
P;;y(x%y)>0 PX(x )>0
=1 P
%8 D el D0
Py (y)>0
(©)
=1 P
8 Z xEX%i)({z)>0 YlX(y|x)
yey
—L(X - ),

where (a) is Jensen’s inequality, and (c) follows from the
fact that PY(y) =0 lmphes that maXzeX:pX(x)>0 PY\X
(y|x) = 0. Now, note that (b) is an equality if and only if
condition 1) holds. Given condition 1), it can be seen that con-
dition 2) is necessary and sufficient for (a) to become equality

(by expanding Py (y) = >_,.p.y (2.9)>0 Px (2) Py x (y]2)).

APPENDIX B
PROOFS FOR SECTION III

A. Proof of Theorem 4

To show L) (X—Y) > L£(X—Y), we consider an
arbitrary Pyjy and construct Py|x such that L) (X—Y')

1651

V] = L(X=Y)[U]. In particular, for a given Pyx and
associated alphabet U, let

V= J{u1),(w2),. .. (uk)}
ueUu
and Pv|X(U|J)) = Pv‘X((av,bUMJ)) = PU|X(CLU|J?)/]€.

Then the probability of correctly guessing V' with k guesses
after observing Y is:

sup Pr(V=V,V---VV =V

XY —(Vi)k_,

k
= Z vy ax Z Z Px (x) Py x (vi|z) Py x (y|7)

YEY vitv; i) i=1 z€X

k
=D >, max

ZPX(x)PV\X(Ui|x)PY|X(y|$)

yeyi 1 Y pex
Zmaxz Px (z) Py x (u|lz) Py x (y]x), (101)
yey z€X

where (a) follows by setting v; = (u*,

u* —argmaxg Px(x
ueU TEX

i), where

(%) Py x (u]z) Py x (y|z).

Now note that (101) is simply the probability of guessing U
correctly with a single guess after observing Y. A similar
argument shows that, with no Y observation, the probability
of guessing V' correctly with k& guesses is equal to the
probability of guessing U correctly with a single guess,
hence £L*) (X—Y)[V] = L£(X—Y)[U], which establishes
LF) (X=Y) > L(X=Y).

It remains to show L (X—Y) > L% (X—Y). For
any Py |x, we construct Py x such that £(X—=Y)[U] =
L®) (X—=Y)[V]. So let Py x be given, with associated
alphabet V, and let ¢ £ |V| > k. Now, let

U={ScCV:|S| =k},
and Py|x(ulzr) = ¢ Pyix(v]2),

veEU

where ¢ = 1/(L_1). Then, observing Y, the probability of

guessing U correctly with a single guess is

sup Pr(U=70)

X-y-U
= Z max Z Px (x) Py x (u|z) Py x (y|x)
yey zeX
=S e 3 Pl sl Py
yey rEX vEU
=c) , max ZZPX z) Py x (vi|z) Py x (y|z),

YEY viFv;,i #jreXi=1

which is the probability, normalized by ¢, of guessing V'
correctly with k£ guesses after observing Y. A similar argument
shows that, with no Y observation, the probability of guessing
U correctly with a single guess is equal to the probability,
normalized by ¢, of guessing V' correctly with k& guesses,
hence £ (X—Y)[V] = £® (X—Y)[U], which establishes
L(X—=Y)> L") (X-Y),
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B. Proof of Theorem 6

Assume, without loss of generality, that X and Z have
full marginal support. To show that the left-hand side is
upper-bounded by the right-hand side, fix Py xz and consider
the following.

Pr(U=U(Y,2)) >.p(2)3,p(ylz) max, p(uly,z)
Pr(U=U(2)) >, p(z) maxy p(ulz)
o >, P(ylz) maxy p(uly, 2)
-z max,, p(u|z)

Then by noting that the ratio being maximized is exp{L(X—
Y|Z = 2)}, we get
Pr(U = U(Y,2))
sup =
vu-(x,z)-y Pr(U=U(2))

< max E max
z " x:Px |z (x]|2)>0

Pyxz(ylz, 2).

To get the reverse inequality, let €, = 1/n for n € N,
z* € argmax ), MaxX,.p, ,(z|2)>0 Py|xz(y|z, 2), and p* =
ming,,(z|.+)>0 p(x|2*). Construct Py x 7 as follows. If Z =
2*, then Py x z—.~ is the “shattering” conditional with respect
to the distribution Px|z—.~ (cf. equation (13)). If Z #* zF,
then U ~ Unif([n]), independent of X. Using Proposition 4,
we get the equality shown at the bottom of this page. Letting
n — oo (i.e., €, — 0) yields our lower bound.

C. Proof of Corollary 2

1) The data processing inequality follows directly from the
definition as in the unconditional case.

2) The upper bound follows from Theorem 6 and Lemma 1.

3-4) The independence and additivity properties follow

straightforwardly from the theorem.

5) I(X;Y|Z) < maX.cqppz) [(X;Y]Z = 2) <
max;esupp(z) £ (X—=Y|Z = 2) = L(X=Y]2).

6) The asymmetry follows immediately from the uncondi-
tional case.

7) Let Z — X —Y be a Markov chain. Then

L (X—>Y|Z)
=lo max
& <z€supp(Z) zy:

=1lo max
& (zEsupp(Z) zy:

PYXZ(?J|J%Z)>

max
x:Px|z(x]|2)>0

max
z:Px |z (x]|2)>0

PYX(ZJ|$)>
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§10g<
Yy

=L (X—Y),

P
A Y|x(y|x)>

where the inequality follows from the fact that
supp(X) D supp(X|Z = z) for any z € supp(Z).
Note that the inequality becomes an equality if for some
z € supp(Z), supp(X) = supp(X|Z = z).

8)

L(X—(Y,2))—-L(X—=2)

2y MAXe Py ()50 Py z1x (Y, 2|2)

Y. MaXy. py (2)>0 Pz x (2]7)

>, MaXy: py ()50 Py 2/ x (Y, 2[7)

max,. py («)>0 Pz|x (2|7)

Zy maXg: py (x)>0 P(Z|£L’)P(y|$, Z)

maXy: Py (z)>0 P(z|z)

Zy maXg: p(z|z)>0 P(Z|(E)P(y|£[,’, Z)
Max,. p(z)>0 P(2|2)

2

= log

max
z€supp(2)

< log

=log max
z€supp(Z)

@y

=log max
z€supp(Z)

=log max

z€supp(Z)

max
z:Px |z (x]|2)>0

Pz x(z|z)
maXgs. py (z')>0 Ple(Z|(E,)

Py xz(ylz, 2)

Py xz(ylz, )

<log max

zesu A
pp(Z) "

= L(X—Y|Z),

max
x:Px|z(x]|2)>0

where (a) follows from the fact that Px|z(z|z) = 0,
Px(z) > 0and Pz(z) > 0 implies that Py x (z|z) = 0,
so that the maximum is achieved outside this set.

D. Proof of Theorem 7

Proof of 1): To show that the right-hand side upper-bounds
the left-hand side, fix any PU‘ x, and consider the following

sup Pr(U = U(Y))
U()

- / max / Py (ulz) Pyy (dady)
quL{ X

ucU

:/max/ PU‘X(u|x)f(a:,y)PX(da?)PY(d?/)
v X

< [ may JPula)essesupp, X)) P Py ()

> ozae P(2) 20, P(ylz) maxy p(uly, 2) + p(z*) 32, p(y|2*) max, p(uly, z*)

> .z P(z) maxy p(ulz) + p(z*) max, p(u|z*)

Zz;ﬁz* p(z)en + P(Z*)P* Zy maXx:PX‘Z(x\z*)>0 PY\XZ(y|x7 Z*)

> pan P(2)€n + p(27)p*
- (1 - p(Z*))€n + p(Z*)p* Zy maXm:PX‘Z(z\z*)>0 PY‘XZ(?J'-]?, Z*)

(1 —p(z*))en + p(z*)p*
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= [(esssupp, FX.9)) s Plulo)Px(da))Py (a)

Yy

= (mage Po(u) | (esssupp 10X, ) Py ).

To show the reverse direction, we will show it first for
discrete X, and then extend the result by discretizing more
general X’s. Suppose X has a finite alphabet. In this case,
o(X) is generated by a finite set, and Pyy < Px X Py since
I(X;Y) < H(X) < oco. Without loss of generality, suppose
X has full support. Consider the “shattering” P x. Recall:
p* = mingex Px(z). For each z € X, let k(x) = Px(x)/p*,
and let U = (J,cp{(,1),(2,2),...,(z, [k(z)])}. For each
U = (iy,Ju) €U and x € X, let Py x (u|r) be:

PU\X((iu7ju)|x) =

*

Pr(@)’ by =2, 1<y < I_k(l‘)J,
1- Mﬁl)p by =%, Ju= [k(l‘ﬂ,
Then
sup Pr(U = U(Y))
U)
P(( P Py (d
y<z,f1;?§<euz (s ju)|2) f (2, y) Px (z) Py (dy)
0, Y) Py (d
/y(zingéup fiw, y) Py (dy)

—p*/ygleagf(x,y)Py(dy)

The proof for the discrete case is completed by noticing that
p* = maxy, Py(u).

Now, consider the more general case. Let {A4,}22, be a
countable collection of sets generating o(X). We will prove
the result by considering a series of discretizations of X, each
of which is a refinement of the previous one. To that end, let S,
be the finite partition generating o(U}"_; A;). It can be readily
verified that S, 11 is a refinement of S,. Let N,, = |S,|,
Sn ={Sn1,5.2, -+ ,Sn N, }, and define

Ny,
=> i {X € Sy},
=1

where I{.} is the indicator function. Then we get
L(X —-Y)> LU, —Y) since U, — XY is a Markov
chain, and the data processing inequality holds by Lemma 1.
By the earlier result for finite X, we have

LU =) =log [ s f(un )Py (dy),
Y un:Puy, (un)>0
where fp,(un,y) = %. We next compute [, (tn,y).

Let A C U, x Y. Then
Py, v(A)

/ > I (un,y) € A}-

Unp

/X Py, x (un ) £z, y) Px (d) Py (dy)

/ ZI[{ Un,y) € A}-

o

=/Z

Y Un: Py, (un)>0

(fs”
Js

n,Unp

f(z, y)Px(da?)> Py (dy)

n,Unp

{(un,y) € A}-

(z,y)Px (dz)
Px(dl‘)

) P, (un) Py (dy),

so that
Js. . [(z,y)Px(dx)

n,Un

fsn,un Py (dz)

Let S, (z) be the set in S, containing =. Then we can view
frn(tn,y) as a function of (x,y):

fSn(x) f(z,y)Px (dx)

fs,,/(x) Px (dx)
= E[f(X,9)|X € Su(x)), 5o that
=E[f(X,y)lo(Sn)]. Px —as. (102)

fn(una y) =

fn(z,y) =

We can rewrite f,,(z,y)

fn(X,y)

Since §,,’s are refinements, f,(X,y) is a martingale process,
and it follows by Levy’s upward Theorem [76, Theorem 14.2]
that

fa(X,y) S E[f(X,y)lo (U2,8))]. (103)
Then
E[f(X,y)|lo (UZ,8)] = E[f(X,y)|o (U2, 4:)]
=E[f(X,y)|o (X)]
2 f(X,y). (104)
Moreover,
L(X —=Y) >limsup L(U, = Y)
—timsuplog [ sup fu(un,y) Py (dy)
oo Yby. (1) >0
—timsuplog [ sup fu () Pr(dy).
n—oo y

PX(S,7 (;r))>0
(105)

Since S,,41 is a refinement of S,,, the integrand is nondecreas-
ing with n. Therefore, by the monotone convergence theorem,

LIX >Y) Zlog/

lim  sup  fu(z,y)Py(dy).
Y V%% Px (Sn(x))>0
(106)
Then it remains to show that
lim sup fn(z,y) > ess-supp, f(X,y) (107)
00 2: Px (Sp(x))>0
for all y. To that end, let B = {«a : Px(f(X,y) > «a) >
0}. Consider r € B and let E, = {z : f(z,y) > r}.

Then Px(E,) > 0. Therefore, by (103) and (104), f.(X,y)
converges almost everywhere to f(X,y) on E,. By Egoroff’s
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Theorem [77, Theorem 7.12], for every & > 0, there exists
E5 such that Px(Ej§) < ¢ and f, converges uniformly to
[ on E.\Ej. Call the latter set E,\s. So fix 0 > 0 small
such that Px(E,\s) > 0. For each n, let S,(E,\s) be a
collection of sets in S, satisfying: Uges, ( Bps) 2 E,\s and
S € Su(Ens) = SN E.s; # J. Then there must exist
S € S, (E,\s) satistying P(S) > 0. Denote the latter set by
Sn(Eps). Hence,
(a)

falz,y) > lim  sup
N0 2eSn (Ems)

(®)
> lim inf f,(x,y)

n~>oozeET\5
(©)

= inf T

rEEMf( 2Y)
>,

where (a) follows from the fact that Px(S,(E,s)) > 0,
(b) follows from the fact that S, (E,\s5) N E,\s; # @, and
(c) follows from the fact that f,, (x,y) converges uniformly to
J on E,\;. Finally, since 7 was chosen arbitrarily from B,
we get

lim sup
N—=00 4. Px (Sn(z))>0

fn(may)

lim sup  fu(z,y) > sup B = ess-supp, f(X,y),
=% Px (Sn(z))>0
(108)

as desired.

Proof of 2): If absolute continuity does not hold, then
I(X;Y) = 400, and there exists a sequence of discretizations
(Xn,Y,) such that I(X,,;Y,) — +oo (e.g., [64, p. 37]). The
result then follows by noting that £ (X—Y) > £ (X,—Y,) >
I(Xn; Yn).

E. Proof of Lemma 7

Suppose Px, yv; < Px, X Py, and let dPx, vy, =
fi(x,y)d(Px, x Py,). Then for every A € ox and B € oy,

/ { /y 1y € B)du(x,dy)] (& € AVdPy, (do)
- /X [ /y L(y € B) f1(z,y)dPy, (dy)]l(x € A)dPx, (dz).

Since this holds true for all A we must have, Px,-a.s.,

[ 1we Binta,dy) = [ 1€ B p)aPy, ()

Y Y (109)
Hence p(z,) < Py, and fi(x,y) = %‘i’l’)(y). Let Px be
an arbitrary representative of the equivalence class of Px, and
Qy be any measure satisfying Py, < Qy. Then

L(X1—Y1)
@ log/ ess-supp, (dl;(PY ) (y)) Py, (dy)

) Py,
~w)

=log [ ess- SUPpy,

y)Qy (dy)

=log [ ess- SUPpy, y) Qy (dy)

( dPY1
(Mo,

© log

S———3

du
ess-supp_ ( ) Qy (dy),
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where (a) follows from Theorem 7, and (b) follows from the
fact that for any function h : X — R, ess-supp h(X) =
ess-supp, h(X) when Px, = Px. Now consider Py, satis-

dPx,

fying Px, = Px, and let g(z) = 3

P For any set A € oxv,

PX2 YQ(

N- [ / I{(2,9) € A}u(z, dy) P, (dx)

g

hence Px, v, < Px, y;. Similarly, for any set B € oy,
PrB) = | /y Iy € Bz, dy) Px, (dx)
-/ /y Iy € B} fiz, y) Py, (dy) Py, (d),

z){(z,y) € A}u(x,dy)Px, (dv),

and
Py, (B) = /X /y Iy € B} f1(2,9) Py, (dy) P, (dz).

Hence Py,(B) = 0 implies that for (Px, X Py, )-almost all
(x,y), {y € B} f1(z,y) = 0. Since Px, < Px,, this implies
that for (Px, X Py, )-almost all (x,y), I{y € B} fi(z,y) =
0 [78, p. 22, Ex. 19]. Hence Py, (B) = 0, which implies that
Py, < Py,. Therefore, we get

(2)
Px, v, < Px, v < Px, X Py, < Px, X Py,

where (a) follows from the fact that Py, < Px, and
Py, < Py,. By symmetry we also get Py, < Py, hence
Py, = Py,. By choosing Px, to be the representative of
the equivalence classes of Px, and noting that Py, < Py,
the first part of the lemma yields

Xo—Y5) =1 - ——— | Py, (d
'C( 2 2) Og/yess Suprl ( dPYl Yl( y)
APPENDIX C
PROOF OF EQUATION (39)
Let Py x = 1 ;V:[lflo 1 EVII/IO/OJ (where the first column

corresponds to y = 0, the second to y = 1). Dropping the
logarithm, we can rewrite the problem as:

minimize max{l — Wig, Wo1} + max{Wi,1 — Wo1}
(110)

subject tO(l —p)W10+pW01 <D, 0 < Wiy, Wp1 <1.

Now note that

@1—-p
Wio + Woi < TWm + Wou

(1 = p)Wio + pWor)

=
>U|®'B|r—\

—_

(111)
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where (a) follows because p < 1/2, (b) follows from the con-
straint in (110), and (c) follows because D < p. Using (111),
we can rewrite (110) as
minimize 2 — (Wyo + Wo1) (112)
subject to(1 — p)Wig+ pWo1 < D, 0 < Wig, Wo1 < 1.
Therefore, we need to maximize (Wig + Wo;1). By (111),

the sum is upper-bounded by D/p. The upper bound can be
achieved by setting

Wi, =0 and W3, = D/p, (113)

which clearly satisfies the constraint in (110). Therefore,

L(X-=Y) =logy(2—D/p) (bits). (114)

min
Y|X*
E[d(X,Y)]<D

APPENDIX D
PROOFS FOR SECTIONS VI-E
A. Proof of Theorem 15

To show that the left-hand side is upper-bounded by the
right-hand side, fix U, U and d, and consider:

inf Bd(U, (Y )]

=Y inf Py (y)E[d(U, &)Y = y]

yey

=Y inf > Px(a,y)BEdU,0)X =2,Y =y]
yeY “ z€supp(X)

=y inf > Px(a)Pyx(yl2)E[d(U,4)| X =z
yeY zEsupp(X)

> min P, x

yze;i@upp(x) Y\X(y| )

inf 3 Px()Bl(U,0)|X =]

z€supp(X)

min  Prix(o19) (inf Bla(.0)).
zesupp(X) [

-y
yey

where the third equality follows from the Markov chain

U — X — Y. For the reverse direction, let U = X, X =
supp(X), and

1 oA
d(z,7) = Px@» T (115)
0, T # I
Then
min  E[d(X,z)]= min Px(z)d(z,z
Z€supp(X) [ ( )] i’Esupp(X)xES%;)(X)X( ) ( )
= i Px(2)d(z, 2
pelnin x (2)d(2, 1)
=1, (116)
and for a given y € ),
i P P, d(x,z
:f?ESIIIAIplyl)l(X) Z x (2) Py x (y|z)d(z, )
zEsupp(X)
= min P z), 117
Z€supp(X) YlX(y| ) ( )

which concludes the proof.
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B. Proof of Equation (96)
Fix any distribution @y on ). Then

exp{ Do (Px x Qv ||Pxy)}

_ Qy ()
- B Prx(le)
Px(2)Qy (y)>0 * YIXWY
Qy (v)

= max .
: in P
vQr()>0  min vix (ylz)

If for every y € ) there exists € supp(Px) such that
Py x(ylr) = 0, then for any Qy the above quantity is oo.
By Theorem 15, £°(X—Y) is also oo in this case. Now
assume )y, ming. py (2)>0 Py|x (y|z) > 0. We have

exp{ Do (Px % Qv ||Pxy)}
Qy (y)

min P, T
z:Px (x)>0 YlX(y| )

Zyey QY (y)

> |
= : i =
yeyx:PX(lalcl)>0 Y|X(y|x)

Noting that - Qy(y) = 1, we get infg, De(Px X
Qv||Pxy)} > L°(X—Y). One can readily verify that the
lower bound is achievable by setting
Oy () = ming. py (2)>0 Py |x (¥]T)
Zylgy minx:PX(x)>O PY\X(y,|x)
Remark 17: In the case of I.(X;Y) (cf. (2)), one can
readily verify that

Qy(y) =

= max
y:Qy (y)>0

maXg: py (z)>0 PY\X(ZJ|$)
Zy'ey MaXg: py ()>0 PY|X(yl|x)

achieves the infimum in (5).

(118)

C. Proof of Corollary 5

In the following, assume X has full support.
1) The data processing inequality follows directly from the

definition.

2) The “if” direction is straightforward. The “only
if” direction follows from the fact that, for
each y, min, Py x(ylz) < Py (y). Thus,

>, ming Pyix(ylz) = 1 = Vy, min, Py x(ylz) =
Py (y) = X and Y are independent.
The additivity property and the equality in 4) can be
readily verified. Example 14 illustrates 5).
Local-differential

6) privacy upper-bounds maximal cost leakage since:

3-5)

1 )
>, ming Py ix(ylz) Y2, ming Py x (ylx)
Py (y)
v ming Py x(y|z)
< g Pr1x00)

z,x’,y Py|X(y|£L’)

7) Convexity follows from the fact that min, Py |x (y|z) is
concave in Py |x, and (— log) is a non-increasing convex
function.
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D. Proof of Theorem 16
Without loss of generality, assume X and Y have full mar-

ginal support. To show Lr(X—Y) < Doo(Px X Py||Pxy),
fix any X, d and y € ), and consider:

inf E[d(U, )|y = y]

acU

= inf Y Pyy (uly)d(u, @)

UM eu

= inf >N Py (aly)Poix (ula)d(u, @)

YU et wex
Py x (y|x) .
ueu;{ T(?/)PX (x)PU\X(u|m>d(U7 i)
min, PY‘X(y|x’)'
Py (y)
S 3" Paa) Py (ula)d(u, 0)
ueld zeX

ming PY|X(y|m,) . N
= inf E[d(U, u)].
Py (y) actl (v, @)

The reverse direction follows by using the same d as in (115).

= inf
aceU

T ael

E. Proof of Corollary 7

To show supp L7(X — Y) < L%(X — Y), note
that Py (y) < max, Py|x(y|r). For the reverse direction,
consider the following. Let y* be an element achieving the
max of L. Let zyp € argmin, Py|x(y*|z) and z; €
argmax, Py x(y*|x). Finally, for a given a > 0, let
Px(z9) =1 — « and Px(z1) = a. Then,

sup L™(X—=Y)
Px
P *
> log YW
Py x (y*|zo)
(1 = a)Pyx(y*[70) + aPy | x (y*[71)
= log
Py x (y*|zo)
g P *
a—l 1 Y|X(y |71) :Ldp(X_)Y). =
Py x (y*[xo)
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